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1. Introduction

This document presents the technical documentation for the Systems Administration and Maintenance
(SAM) Final Requirement. The setup is based on the following real-world business scenario:

Selected Business Scenario: Mini Hotel/Pension House (Zaixiang Mini Hotel Makaki
City)

Ziaxiang Mini Hotel Makati City is a mini-hotel located in Makati City, Philippines that
specializes in very affordable accommodation services for business travelers, tourists, and
local guests. The facility operates as a small-to-medium sized hospitality business with limited
but essential IT infrastructure requirements, focusing on guest management, reservations,
billing, and administrative operations through a centralized Windows Server-based network
system.

Zaixiang Mini Hotel is a mini-hotel that is located in Makati City, Philippines that specializes in
very affordable accommodation services for travelers, tourists and local guests. The Mini Hotel facilitates
as a small size hospitality business with an IT Infrastructure for the IT Admin that handles Hotel guest
Database, IT Support for employees, and installation of hardware and software. The Front Desk handles
welcoming guests, checking in guests, and sometimes doing cleaning services, and lastly the Manager
Office handles salary cheques, accounting and finance roles. The IT infrastructure contains one Windows
Server and two Windows 7 client work stations; they are all connected through a start topology with a
central switch in the middle.

Configuring an IT infrastructure is a must for Mini-Hotel because it makes the hotel's process
much faster rather than using paper-based operations that can take too long and can be lost. The Mini
Hotel needs a Windows Server setup with a AD DS to control access for the hotel staff, proper domain
name resolution using DNS for internal network resources, and automatic IP addressing using the DHCP
Server to reduce manually configuring IPs. A File Sharing Service system is also created for role-specific
folders, Remote access for remote client PC troubleshooting. This is to help the Mini Hotel to support
daily operations such as guest check-ins, reservations, billings and support.
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2. Objectives

The main objectives of this setup are as follows:

No o wDdhRE

To install and configure Windows Server as the central server of the network.

To set up Active Directory Domain Services (AD DS) for centralized user management.
To configure DNS for proper domain name resolution within the network.

To configure DHCP for automatic IP address assignment to client machines.

To set up File Services for shared folder access across the domain.

To enable Remote Desktop access for remote administration.

To demonstrate client-server connectivity and successful domain login.
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3. Network Topology Diagram

The following diagram illustrates the network topology used in this setup, showing the relationship
between the server, client machines, and network devices.

Zaixiang Mini Hotel Makati City

Star Topology
IP Address: 192.168.5.10

IT Admin
(Windows Server 2008 R2)

I

O )
A—" A—"
| —] | —
A— A—
Front Desk Manager's Office
(Marsha) Windows 7 Ultimate (Paul) Windows 7 Ultimate

Figure 1: Network Topology Diagram

The Zaixiang Mini Hotel in Makati City operates a small business network built on a star topology.

With a central switch serving as a primary hub connecting all the devices. The IP address 192.168.5.10

uses the private Class C range, which is typically used in small business environments. The IP address

uses the subnet 255.255.255.0 and a default gateway of 192.168.5.1 to manage routing. Three key

devices are connected to this central switch: an IT Admin workstation running Windows Server 2008 R2

that manages the mini hotel operations, a Front Desk workstation operated by Rhiannon running

Windows 7 Ultimate for guest check-ins, and a Manager's Office workstation operated by Paul also

running Windows 7 Ultimate for administrative tasks and financial tasks. All devices are connected

directly to the central switch using Ethernet cables.
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4. Hardware and Software Requirements

4.1 Hardware Requirements

Component Server Specifications Client Specifications
Processor Ryzen 7 3700x Ryzen 7 3700x
RAM 4 GB 4 GB
Storage 16 GB SSD/HDD 16 GB SSD/HDD
Network 1 NIC minimum of 100 Mbps 1 NIC, minimum of 100 Mbps
Platform Oracle Virtual Machine Oracle Virtual Machine

4.2 Software Requirements

Software Version / Edition Purpose
Windows Server Windows Server 2008 R2 x64 = Server operating system
Windows 7 Windows 7 Ultimate x64 Client operating system
Active Directory Included with Server Domain management
DNS Server Included with Server Name resolution
DHCP Server Included with Server IP address assignment
File Services Included with Server Shared folder management
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5. Step-by-Step Installation Procedures

The following sections describe the complete installation and configuration process performed for this
setup.

5.1 Windows Server Installation

2 New Virtual Machine

W Virtual machine name and operating system
VM Name Wi 5 2008 R2 - IT Admin

older

150 Image ! st OneDrive\DesktopSAM Files\Bootable OS\Windows_Server_2008_R2_x64.iso

05  Microsoft Windows

05 Version Windows Server 2008 (64-bit)

Proceed with Unattended Installation

Figure 1: Setting up virtual machine for Windows Server 2008 R2
We must first configure the virtual environment for the Windows Server, first we are going to name
it “Windows Server 2008 R2 - IT Admin” and store it in the E:\\VM Storage Folder. Then we use a Windows
Server 2008 R2 1SO image that we got from the internet and we will route it to a specified path. We should
also set the OS edition to Windows Server 2008 R2 Standard (full installation, 64-bit, English). Lastly,
uncheck the unattended installation option since it is enabled in default. Disabling this allows us to deploy
the OS automatically without requiring manual input of username, password, and the product key since

we don't have it available.
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» Virtual machine name and operating system
> Set up unattended guest 05 installation
“ Specify virtual hardware
Base Memary 4048 ME
4MBE
MNumber of CPUs
1CPU
Use EFI

> Specify virtualjgard disk

WV Specity virtual hard dis
® Create a New Virtual Hard Disk

Hard Disk File Location and Size
E:\VM Storage\Windows Server 2008 R2 - IT Admin\Windows Server 2008 R2 - IT Admin.vdi

Disk Size

4.00 MB
Hard Disk File Type and Format

VDI (VirtualBox Disk Image) Pre-allocate Full Size

Use an Existing Virtual Hard Disk File

Create Virtual Machine Without a Virtual Hard Disk

Finish Cancel

Figure 2: Specify Virtual Hardware and Virtual Hard Disk
In the virtual hardware, we allocated around 4048 MB or approximately 4 GB of base memory
and 2 CPU cores, providing adequate resources for running the OS. The virtual hard disk is configured
as a new VDI (VirtualBox Disk Image) file named "Windows Server 2008 R2 - IT Admin.vdi," located in
the E:\VM Storage folder, with a disk size of 16 GB. After configuring all of that, click Finish and start the

Virtual Machine.
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+ Install Windows

!
.

Windows Server: 2008

Language to install: it

Time and currency format: English (United States) -

Enter your language and other preferences and click "Next" to continue.

Copyright 8 2009 Micrasoft Corporation. ANl sights resenved. .w;j
v
k |

Figure 3: Windows Server Installation: Setting Up Language, Time and Currency, and Keyboard Input

After booting the VM, it will go to the Installation Screen, the default language is set to English,
the time and currency is configured as English (United State), and the keyboard input method is set to
US. These regional preferences are selected before clicking “Next” to precede with the Windows Server
2008 Setup.
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Select the operating system you want to install

| Operating system | Architecture | Date modified |

Windows Server 2008 R2 Standard (Full Installation) x64 7/14/2009
Windows Server 2008 R2 Standard (Server Core Installation) G4 7/14/2009
Windows Server 2008 R2 Enterprise (Full Installaticn) x4 7/14/2009
Windows Server 2008 R2 Enterprise (Server Core Installation) x64 7/14/2009
Windows Server 2008 R2 Datacenter (Full Installation) x4 7/14/2009
Windows Server 2008 R2 Datacenter (Server Core Installation)  xG64 7/14/2009
Windows Web Server 2008 R2 (Full Installation) x4 7/14/2009
Windows Web Server 2008 R2 (Server Core Installation) x64 7/14/2009

Description:
This option installs the complete installation of Windows Server, This installatb’t includes the entire
user interface, and it supports all of the server roles.

Figure 4: Windows Server Installation: Selecting the Proper OS to Install
After clicking Next, the installation prompts you to select an operating system to install, where the
required option is Windows Server 2008 R2 Standard (Full Installation) with x64 architecture.

SAM Final Requirement — Technical Documentation



Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2008 R2 STANDARD
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Flease read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

support services

¥ [ 2ccept the license terms;

Figure 5: Windows Server Installation: Accepting License Terms
After clicking next, it will bring you to Microsoft License and Terms Agreement, click on the

checkbox to “Accept the License Terms” and Click Next.
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Which type of installation do you want?

Upgrade

Upgrade to a newer version of Windows and keep your files, settings, and programs.
The option to upgrade is only available when an existing version of Windows is
running. We recommend backing up your files before you proceed.

Custom (advanced)

Install 2 new copy of Windows, This option does not keep your files, settings, and
pregrams. The opticn to make changes fo disks and partitions is available when you
start your computer using the installatiolgisc, We recommend backing up your files
before you proceed,

Help me decide

Figure 6: Windows Server Installation: Type of Installation

After clicking next, it will proceed to the type of installation. Since this is a fresh installation of the
Windows Server, Click “Custom (Advanced) to proceed.
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Where do you want to install Windows?

@ Disk 0 Unallocated Space

€4 Refrech Drive options (advanced)

@9 Load Driver

/b, Therecommended free space for installation is 16473 MB.

=l

Figure 7: Windows Server Installation: Installing Windows to a Partitioned Disk
After proceeding, it will bring us to where are you going to install the Server OS, since we have
partitioned 16 GB from our SSD, it will show up here as “Disk 0 Unallocated Space with a total Size and

Free Space of 16 GB”. After choosing and clicking that, we can proceed to the next step.
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Installing Windows...

That's all the information we need right now, Your computer will restart several times during
installation.

/ Copying Windows files
Expanding Windows files (0%) .
Installing features
Installing updates
Completing installation

1 Collecting information 2 Installing Windows

Figure 8: Windows Server Installation: Installing Windows and Waiting
After setting up where to install the OS, the Windows Server is now installing to your machine. It
will take awhile to install depending on what type of Storage device you have, it's either SSD or HDD.

HDD can take a long time to install meanwhile SSD can be done within 10 minutes.
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) The user's password must be changed before logging on the first time.

[ —p—

Windows Server

%/ Windows Server200s
Standard

Figure 9: Windows Server Installation — Assigning an Administrator Password
After the OS is done installing, it will prompt you to create a password to safeguard the
Administrator account. A strong password is important to avoid getting breached by social engineers, or
exploiters.
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Recyde Bin

Figure 10: Windows Server Installation — Setup Complete
After typing a password, the setup is complete for the Windows Server 2008 R2, it will bring you
to its blue desktop background. You can now start configuring the client PCs and managing server side
tools for your business.
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5.2 Windows 7 Ultimate Client Installation

For the Windows 7 Ultimate Installation, there are 2 Client PCs, these are the:
e Paul Manager’s Office Windows 7 Client
e Marsha Front Desk Windows 7 Client
Both client machines follow the identical procedure for installing the operating system.

New Virtual Machine

WV Virtual machine name and gperating system
VM Name Windows 7 Ultimate - Manager's Office
VM Folder

I1SO Image
0S 'Microsoft Windows

0OS Version Windows 7 (64-bit)

Proceed with Unattended Installation

D Setup ynatteni_ed guest OS installation

D Specify virtual hardware

> Specify virtual hard disk

Finish Cancel

Figure 11: Windows 7 Ultimate Installation — Setting up the Virtual Machine
We must first configure the virtual environment for the Windows 7 Ultimate, first we are going to
name it “Windows 7 Ultimate - Manager’s Office and Windows 7 Ultimate - Front Desk” and store it in the
E:\VM Storage Folder. Then we use a Windows 7 1SO image that we got from the internet and we will
route it to a specified path. We should also set the OS edition to Windows 7 (64-bit). Lastly, uncheck the
unattended installation option since it is enabled in default. Disabling this allows us to deploy the OS
automatically without requiring manual input of username, password, and the product key since we don't

have it available.
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W Specify virtual hardware

Base Memony

4 MB

Number of CPUs
1CPU 16 CPUs
Use EFI
~ Specify virtual hard disk

® (Create a New Virtual Hard Disk

Hard Disk File Location and Size

E\WM Storage\Windows 7 Ultimate - Manager_s Office\Windows 7 Ultimate - Manager_s Office.vdi

Disk Size

4,00 MB

Figure 12: Windows 7 Ultimate Edition - Allocating Virtual Hardware and Hard Disk

In the virtual hardware, we allocated around 4048 MB or approximately 4 GB of base memory
and 2 CPU cores, providing adequate resources for running the OS. The virtual hard disk is configured
as a new VDI (VirtualBox Disk Image) file named "Windows 7 Ultimate - Manager’s Office," located in the
E:\VM Storage folder, with a disk size of 16 GB. After configuring all of that, click Finish and start the

Virtual Machine.
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% Install Windows

>
Windows 7

Language to install: Enc ish k EI

R EELERERR B English (United States)

Keyboard or input method: [I[§

Enter your language and other preferences and click "Next"

Copynght € 2005 Microsoh Corporation. All ights sesarved.

Figure 13: Windows 7 Ultimate Installation: Selecting Language, Time and Currency, and Keyboard Input

After booting the VM, it will go to the Installation Screen, the default language is set to English,
the time and currency is configured as English (United State), and the keyboard input method is set to
US. These regional preferences are selected before clicking “Next” to proceed with the Windows 7
installation.
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% Install Windows

~_

Windows 7

" Install now C’\

What to know before installing Windows
Repair your computer

Copyrig 09 Microsoft Corporation. Al ights reserved.

Figure 14: Windows 7 Ultimate Installation - Install Now Button
Atfter clicking next, Click Install Now to proceed with the steps.

‘g _ &
8 Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS 7 PROFESSIONAL SERVICE PACK 1

These license terms are an agreement between you and

+  the computer manufacturer that distributes the software with the computer, or

+  the software installer that distributes the software with the computer.

Please read them. They apply to the software named above, which includes the media on

which you received it, if any. Printed-paper license terms, which may come with the

software take the place of any on-screen license terms. These terms also apply to any
Microsoft

updates,

[V 1accept the license terms

1 Collecting information 2 Installing Windows

Figure 15: Windows 7 Ultimate Installation: Accepting the Terms

After clicking Install Now, it will bring you to Microsoft License and Terms Agreement, click on the
checkbox to “Accept the License Terms” and Click Next.
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Which type of installation do you want?

Upgrade

Upgrade to a newer version of Windows and keep your files, settings, and programs.
The option to upgrade is only available when an existing version of Windows is
running. We recommend backing up your files before you proceed.

Custom (advanced)
Install a new copy of Windows. This option does not keep your files, settings, and
programs. The option to make changes to di nd partitions is available when you
start your computer using the installation disc. We recommend backing up your files
before you proceed.

N

Help me decide

1 Collecting information 2 Installing Windows

Figure 16: Windows 7 Ultimate Installation: Custom Installation of Windows to a Drive
After clicking next, it will proceed to the type of installation. Since this is a fresh installation of the
Windows Server, Click “Custom (Advanced) to proceed.
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Where do you want to install Windows?

| Name Total Size] Free Space| Type

I,_;:.? Disk 0 Unallocated Space 16.0 GB 16.0 GB

4 Refresh Drive options (advanced)

&% Load Driver

1. The recommended free space for installation is 17272 MB.

Collecting information Installing Windows

Figure 17: Windows 7 Ultimate Installation: Selecting where to install windows

After proceeding, it will bring us to where are you going to install the Server OS, since we have
partitioned 16 GB from our SSD, it will show up here as “Disk 0 Unallocated Space with a total Size and
Free Space of 16 GB”. After choosing and clicking that, we can proceed to the next step.
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Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

J Copying Windows files
Expanding Windows files (0%)
Installing features
Installing updates

Completing installation

1 Collecting information 2 Installing Windows

Figure 18: Windows 7 Ultimate Installation - Installation Waiting
After setting up where to install the OS, the Windows Server is now installing to your machine. It
will take awhile to install depending on what type of Storage device you have, it's either SSD or HDD.

HDD can take a long time to install meanwhile SSD can be done within 10 minutes.
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U 4 SetUp Windows

53' Windows 7 Professional

Choose a user name for your account and name your computer to distinguish it on the network.

Type a user name (for example, John):
Manageri

Type a computer name:

Manager-PC

Copyright © 2009 Microsoft Corporation. All rights reserved.

Figure 19: Windows 7 Ultimate Installation: Setting up Username and Computer Name
Your machine will restart several times before the installation is complete. After restarting, you
will be prompted to choose a username for your account and the name for your computer for it to be
distinguishable on the internal network. After typing the Username and Computer name, click next.
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Q (4 SetUp Windows

Set a password for your account

Creating a password is a smart security precaution that helps protect your user account from
unwanted users. Be sure to remember your password or keep it in a safe place.

Type a password (recommended):
2000000000000

Retype your password:
0000000000000
Type a password hint (required):
FD12345

Choose a word or phrase that helps you remember your password.
If you forget your password, Windows will show you your hint.

Figure 20: Windows 7 Ultimate Installation: Creating a Password
After the OS is done installing, it will prompt you to create a password to safeguard the Client
account. A strong password is important to avoid getting breached by social engineers, or exploiters.

Click on next after setting up the password.
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\j 4 SetUp Windows
Help protect your computer and improve Windows automatically

Use recommended settings
Install important and recommended updates, help make Internet browsing safer, check
online for solutions to problems, and help Microsoft improve Windows.

Install important updates only
Only install security updates and other important updates for Windows.

Ask me later
Until you decide, your computer might be vulnerable to security threats.

Learn more about each option

When you use recommended settings or install updates only, some information s sent to
Microsoft. The information is not used to identify you or contact you. To tum off these settings
later, search for ‘Turn off recommended setting' in Help and Support. Rezd the privacy statement

N

@ 4 SetUp Windows

Review your time and date settings

Time zone:

[(UTC-08:00) Pacific Time (US & Canada)

7] Automatically adjust clock for Daylight Saving Time

Date: Time:

May, 2026

Tu We Th Fr
29 30

Figure 21: Windows 7 Ultimate Installation: Setting up Windows and Time and Date
After setting up the password, choose the recommended settings. Set your timezone to your
current timezone and the date today.
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@ 4 SetUp Windows

Select your computer’s current location

This computer is connected to a network. Windows will automatically apply the correct network
settings based on the network's location.

Home network
]: f all the computers on this network are at your home, and you recognize them, this is a

trusted home network. Don't choose this for public places such as coffee shops or
airports.

Work network
I all the computers on this network args your workplace, and you recognize them, this
is 2 trusted work network. Don't choos8%his for public places such as coffee shops or
sirports.

Public network
™ If you don't recognize all the computers on the network (for example, you're in a coffee

shop or airport, or you have mobile broadband), this is a public network and is not
trusted.

¥ you aren't sure, select Public network.

Figure 22: Windows 7 Ultimate Installation - Selecting Computer’s Current Location
After setting up the recommended settings and the timezone, Click on Work Network since we

are working in a working environment of a Mini Hotel.

e . o

Figure 23: Windows 7 Ultimate Installation Complete
After setting everything up, it will log you in to your Desktop in which you will see the Iconic
Windows 7 Wallpaper. *Do note, repeat all these steps for Windows 7 Ultimate - Front Desk it's the same

installation before proceeding to configure the Static IP address.
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5.3 Static IP Configuration

& Windows IT Admin [Running] - Oracle VirtualBox

File Machine v Input Devices Help

Programs (1)

P Windows Firewall with Advanced Security

Control Panel (4)

0 Allow a program through Windows Firewall

ﬂ Check firewall status
¥ Check security status

-~ See more results
I firewal| I Logoff |»
E = . 8:26PM
[ start i& E = B b g =

Figure 24: Static IP Configuration — Disabling Firewall
We must first disable the firewall so that the Client PC and the Server PC can ping each other, to
disable the firewall go to the start menu of the Windows Server OS, type in the search bar Firewall, and

navigate to Windows Firewall.
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OO |ﬂ + Control Panel = Syste

Control Panel Home

Allow a program or feature
through Windows Firewall

'EE' Change notification settings

'E’;' Turn Windows Firewall on or off
'ff;' Restore defaults

'ET;' Advanced settings

Troubleshoot my network

Figure 25: Static IP Configuration — Disabling Firewall First
Navigate to the left side of the Control panel, and click on “Turn Windows Firewall on or off”.

5[ x]
G(F)c |ﬂ ~ System and Security ~ Windows Firewall ~ Customize Settings > & | Search Control Panel \g“

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.

What are network locations?

Home or work (private) network location settings
ay ' Turn on Windows Firewall

I Block all incoming connections, induding those in the list of allowed programs

I~ Notify me when Windows Firewall blocks a new program
Q [} Turn off Windows Firewall (not recommended)

Public network location settings
wa\ @ Turn on Windows Firewall

I™ Block all incoming connections, induding those in the list of allowed programs

™ Notify me when Windows Firewall blocks a new program

@\ € Turn off Windows Firewall (not recommended)

e
o B & I ®6 o

Figure 26: Static IP Configuration — Disabling Firewall on the Windows Server
Click on Turn off Windows Firewall on both Home or Work, and Public Network location settings.
Why do we need to disable the firewall? This is to ensure that the PCs can communicate with each other
because there are scenarios that the firewall blocks incoming ping to clients to server, or server to client
when testing the ping connectivity.
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Recycle Bin

Programs (1)

: @ Windows Firewall with Advanced Security
Control Panel (4)

| Windows Firewall
|_ Allow a program through Windows Firewall

| Check firewall status

- See more results

[ firew] x| | shutdown | » |

Y = ™
e o o B26PM
m _S;] cll R

Figure 27: Static IP Configuration — Disabling the Firewall on the 2 Client PCs

to disable the firewall on the 2 Client PCs, go to the start menu of the Windows Server OS, type in the
search bar Firewall, and navigate to Windows Firewall.

Control Panel Home

Allow a program or feature
through Windows Firewall

%' Change notification settings

% Turn Windows Firewall on or
off

% Restore defaults

% Advanced settings

Troubleshoot my network

Figure 28: Static IP Configuration — Turning off Firewall

Navigate to the left side, and click on Turn Windows Firewall on or off.
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Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
% ) Turn on Windows Firewall
- Block all incoming connections, including those in the list of allowed programs

Notify me when Windows Firewall blocks a new program
@\ @ Turn off Windows Firewall (not recommended)

Public network location settings
% ) Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed programs

Notify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recommended)

Figure 29: Static IP Configuration — Turning off the Firewall on the 2nd Client
Click on Turn off Windows Firewall on both Home or Work, and Public Network location settings.

™ Details =l

-] Settings... Ctrl+S

Windows 7 Ultimate - Manager's Office 'k

'@ Windows 7 Ultimate - Front Desk
é » Running
*» Show
|| Pause
- Reset
© stop

B showin Explorer

" Create Shortcut on Desktop

+1 Sort

» Search Ctrl+F

Figure 30: Static IP Configuration — VM Network Settings
On the Orcale VirtualBox Manager, right-click Windows Server 2008 R2 - IT Admin, and click on
Settings.
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8w

Basic
General MNetwork

Adapter 1

System

Display Attached to  Bridged Adapter A

Storage Name Realtek Gaming GbE Family Controller

Audio
Promiscuous Mode  Allow All

Network

Serial Ports v Virtual Cable Connected

USB

Serial Ports

Shared Folders

E User Interface

Port1

Cancel

Figure 31: Static IP Configuration — Change Attach to NAT to Bridge Adapter
Navigate to Network, change Attach To NAT to Bridge Adapter and Allow All in Promiscuous

Mode and click OK.
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=g
WIS

-3 Settings... Ctrl+S " -3 Settings...

L3

g‘. Windows 7 Ultimate - Front Des
4 » Running

> Show i = Show
11 Pause Il Pause
O Reset O Reset
© stop © Stop

E Show in Explorer

o B8 Show in Explorer
" Create Shortcut on Desktop

a1t " Create Shortcut on Desktop
=4 Sort

Rd Search Ctrl+F
Adapter 1 ,. Search Ctrl+F

=1 Sort

Figure 32: Static IP Configuration — VM Network Settings of Manager’s Office and Front Desk
On the Orcale VirtualBox Manager, right-click Windows 7 Ultimate Manager’s Office and Front
Desk, and click on Settings.

Basic

General Network
Adapter 1
System

Display Attached to  Bridged Adapter o

Storage Name Realtek Gaming GbE Family Controller
Audio
Promiscuous Mode  Allow All

Network

Serial Ports v Virtual Cable Connected

# uss
Serial Ports

- Shared Folders

E User Interface

Port 1

Cancel

Figure 33: Static IP Configuration — Changing NAT to Bridge Adapter and Allow All in Promiscuous Mode
Navigate to Network on both client PCs, change Attach To NAT to Bridge Adapter and Allow All

in Promiscuous Mode and click OK.
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[ Control Panel 3

IR

OO [~ control Panel ~

v [@ I Search Control Panel

Adjust your computer's settings

System and Security
Review your computer's s%u

\*\
"‘\J@ Check firewall status

‘@" View event logs

Network and Internet
@l
g View network status and tasks
.7 Hardware
sy View devices and printers
0 Add a device
Programs

£ {. U_ninstall a program
‘?j’Turn Windows features on or off

e I B I

View by: Category ¥

User Accounts

) Add or remove user accounts

Appearance

Change desktop background

Adjust screen resolution

Clock, Language, and Region

Change keyboards or other input methods
Change display language

Set the time and date

Ease of Access

Let Windows suggest settings

Optimize visual display

s

Figure 34: Static IP Configuration — Navigating to Control Panel for IP Configuration

Click on the Start Menu with the Windows Logo on it, and on the search bar type in Control Panel,

and after Typing Control panel you will be presented the Ul of the Control Panel, Click on View network

status and task to proceed.

Control Panel Home

Change adapter sﬁ'ngs
Change advanced smaring settings

Figure 35: Static IP Configuration — Change adapter settings

On your left side of the control panel, find Change adapter Settings, and click.
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Local Area Connection
Network 2

% Bridge Connections

Create Shortcut
Delete

% Rename

Figure 36: Static IP Configuration — Properties of the Windows Server Network

Right click on Local Area Network, and select Properties.

‘maniza w  Nicshla thic nahunrk dovica  Nizanaca thic Fannartinn D
Local Area Connection Properties ] ll

Connect using:
| l‘gﬂ Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

48 005 Packet Scheduler

o5 File and Printer Sharing for Microsoft Networks

-4 Intemet Protocol Version 6 (TCP/IPv6)

<& Intemet Protocol Veleyon 4 (TCP/IPv4)

- Link-Layer Topology Discovery Mapper 1/0 Driver
-&. Link-Layer Topology Discovery Responder

Install... | Uninstall I Properties
— Description
Allows your computer to access resources on a Microsoft
network.
OK Cancel

Figure 37: Static IP Configuration — Windows Server IPv4 Properties

At the Local Area Connection Properties, navigate to the Internet Protocol (TCP/IPv4) and click
on it.
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C  General l

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—{% Use the following IP address:

IP address: : y 3
Subnet mask: 3 > 3
Default gateway: I “ i X

€ Obtain DS server address automatically

—{% Use the following DNS server addresses:

Preferred DNS server: I . ’ .
Alternate DNS server: I : 5 .

[~ validate settings upon exit Advanced... |
oK I Cancel |

Figure 38: Static IP Configuration — Setting up Static IP for Windows Server
Select “Use the following IP Address” since we are doing Static IP Configuration. We will use the

following static IP addresses on the table below.

IP Address Subnet Mask Default Preferred DNS
Gateway Serer

IT Admin 192.168.5.10 255.255.255.0 192.168.5.1 192.168.5.10
Paul - 192.168.5.20 255.255.255.0 192.168.5.1 192.168.5.10
Manager’s

Office

Marsha - Front | 192.168.5.30 255.255.255.0 192.168.5.1 192.168.5.10
Desk

Figure 39: Static IP Configuration — The Static IP Table
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Ne Internet Protocol Version 4 (TCP/IPv4) Properties ﬂﬂ

L General |

I- You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—{% Use the following IP address:

IP address: |192.168. 5 . 10
Subnet mask: | 255 .255 .255 . 0
Default gateway: [192.168. 5 . 1

") Obtain DS server address automatizally

—{% Use the following DMS server addresses:

Preferred DNS server: | 192.168. 5

—

Alternate DNS server: |

| | ™ validate settings upon exit advanced. .. |
|| oK I Cancel |

Figure 40: Static IP Configuration — Static IP Configuration on the Windows Server
For the Windows Server, we used the IP Address 192.168.5.10, for the Subnet Mask we used
255.255.255.0, for the Default Gateway we used 192.168.5.1, and for the Preferred DNS server we used
192.168.5.10. After setting up the static IP, click OK.
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Programs (1)

‘@ Control Panel

Control Panel (12)

& Parental Controls

@ Control the computer without the mouse or keyboard
? Change User Account Control settings

@ Set up USB game controllers

&% Set up parental controls for any user

@ View devices and printers

@ Device Manager

1 Allow remote access to your computer

1™ Allow Remote Assistance invitations to be sent from this comp...
1% Select users who can use remote desktop

How to add new hardware

|| Update device drivers

S See more results

| control x| | Shutdown | » |

Figure 41: Static IP Configuration — Static IP Configuration on Windows 7 Ultimate - Manager’s Office

In your Windows 7 Ultimate - Manager’s Office, click on the Start Menu, and on the search bar,

type in the Control Panel and click on it.

Adjust your computer’s settings

,% System and Security
Review your computer's status
Back up your computer

Find and fix problems

_ Network and Interne
ﬁ. View network stpfus and tasks

b and sharing options

, / Hardware and Sound

% *  View devices and printers
Add a device
~ Programs

k 8| Uninstall a program

Figure 42: Static IP Configuration — View network status and task

On your Control Panel, Click on view network status and task.
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vl § <« Network and Internet »

Control Panel Home

Change adapter settings
Change advaﬁ. sharing

settings

Vit

Figure 43: Static IP Configuration — Change Adapter Settings
Navigate to the left side of the control panel and select Change adapter settings.

~ | Local Area Connection ‘
= _ Network 2

@27 Intel(R) PRO/1000 MT | # Disable

Status

Diagnose
® Bridge Connections

Create Shortcut
Delete
# Rename

#  Properties

IN
hs"

Figure 44: Static IP Configuration — LAN Properties
Right click on Local Area Connection, and choose Properties.
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@uv| ;ii <« Metwork and Internet » Metwork Connections »

Oroanize - Dicahla thic netunrl Ao Diacn

o thic connarti
E] Local Area Connection Properties m
Pe -
Networking
Connect using:

L¥ Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following tems:

JB1 0105 Packet Scheduler

g File and Printer Sharing for Microsoft Networks
. Intemet Protocol Version 6 (TCP/IPvE)

<& Intemet Agtoccl Version 4 (TCP/IPv4)

<& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
networlk.

oK || Cancsl

Figure 45: Static IP Configuration — Local Area Connection Properties

At the Local Area Connection Properties, navigate and choose Internet Protocol Version
4(TCP/IPv4).

SAM Final Requirement — Technical Documentation



[lrmamy - Lhraklas fiie mads rkr - L Lhiamnoc L LT i
2 tion Ken

H Local Area Connection Pronerties [== | T

N Internet Protocol Yersion 4 (TCP/IPvA) Properties @

q General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

—_I (7) Obtain an IP address automatically
i@ Use the following IP address:
IP address: 192 . 168. 5 . 20
Subnet mask: 255.255.255. 0
Default gateway: 192 .168 . 5 . 1

Obtain DNS server address automatically

t (@) Use the following DNS server addresses:
Preferred DNS server: 192,168 . 5 . 10
Alternate DNS server:

[ validate settings upon exit
[ 01: [ Cancel ]

Figure 46: Static IP Configuration — Static IP Configuration for Client Manager’s Office
Click on Use the following IP address to set the IP address to Static and at the IP Address type
in 192.168.5.20, for the Subnet Mask use 255.255.255.0, for the Default Gateway, use 192.168.5.1 and
on the Preferred DNS Server, use 192.168.5.10. And after configuring the IP address for the Manager’s
Office click OK to confirm the configuration.
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Programs (1) ‘ ‘
;@ Control Panel

Control Panel (12)
& Parental Controls
@ Control the computer without the mouse or keyboard
¥* Change User Account Control settings |
5 Set up USB game controllers
& Set up parental controls for any user
25 View devices and printers
Q;;(x Device Manager
18 Allow remote access to your computer
1™ Allow Remote Assistance invitations to be sent from this comp...
1™ Select users who can use remote desktop
How to add new hardware
& Update device drivers

7 See more results

[ <ontrol x| | shutdown | »

Ele . o

Figure 47: Static IP Configuration — Static IP Configuration for Client Front Desk

In your Windows 7 Ultimate -Front Desk, click on the Start Menu, and on the search bar, type in
the Control Panel and click on it.

Network and Internet
N View netwofkstatus and tasks
&, Choose hoMroup and sharing options

Figure 48: Static IP Configuration — View Network Status and task
On your Control Panel, Click on view network status and task.

Control Panel Home . .
View your basic netw

Change adapfer settings EL
Change ad ﬁd i s
e FRONTDESK-PC
gs :
(This computer)

Figure 49: Static IP Configuration — Change adapter settings
Navigate to your left side of the control panel and click “Change adapter settings”.

SAM Final Requirement — Technical Documentation



|l Local Area Connection
i _ Network 2
@ Intel(R) PRO/I0™*
# Disable

Status

Diagnose
@7 Bridge Connections

Create Shortcut
Delete
@ Rename

@7 Properti{}

Figure 50: Static IP Configuration — Properties
Right click Local Area Connection and click on Properties.

S ———
Networking

Connect using:

| & intel(R) PRO/1000 MT Desktop Adapter \

This connection uses the following items:

a Client for Microsoft Networks

421005 Packet Scheduler

=} File and Printer Sharing for Microsoft Networks

-4 Intemet Protocol Version 6 (TCP/IPv6)

-4 Intemet Protocol msion 4 (TCP/IPv4)

4. Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall ] ‘ Properties
Description
Allows your computer to access resources on a Microsoft
network.

oK) [ Conon ]

Figure 51: Static IP Configuration — IPv4 Properties of Front Desk PC
At the Local Area Connection Properties, go to Internet Protocol Version 4 and click on it.
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t,.“; Lacal Area Connection Pronerties [s=] T

"ne Internet Protocol Version 4 (T CP/IPvd) Properties (2| [zl

| General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 .168. 5 . 30
Subnet mask: 255 .255.255. 0
Default gateway: 192 .168. 5 . 1

Obtain DNS server address automatically

[ @ Use the following DNS server addresses:
Preferred DNS server: 192,168 . 5 . 10|
Alternate DNS server:

[ validate settings upon exit

[ OK ][ Cancel ]

— [y

Figure 52: Static IP Configuration — Static IP Configuration for Front Desk
Click on Use the following IP address to set the IP address to Static and at the IP Address type
in 192.168.5.30, for the Subnet Mask use 255.255.255.0, for the Default Gateway, use 192.168.5.1 and
on the Preferred DNS Server, use 192.168.5.10. And after configuring the IP address for the Front Desk
click OK to confirm the configuration.

*See Testing and Validation for Static IP Configuration Test Pings
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5.4 AD DS Setup

E. Server Manager =10/ x|
e
* z\ Roles R R R RRRRRRRRRRRRRRRRRRRREEEERERRRRRRRmER
il Features =
® , Diagnostics Get an overview of the status of this server, perform top management tasks, and add or remove server
3. roles and features.
{4 Configuration
® = storage =
A Server Summary Server Summary Help
~ Computer Information T Activate Windows
N
Full Computer WIN-HS6FQBOVS 1] 2 Change System Properties
Name: & View Network Connections
Workoroup: WORKGROUP f_; Configure Remote Desktop
5k, Configure Server Manager Remote
Local Area 192.168.5. 10, IPv6 enabled Management
Connection:
Remote Desktop: Disabled
Server Manager Enabled
Remote
Management:
Product ID: Not activated
N_ Do not show me this console at logon
|
< | »]|<% LestRefresh: Today at8:31PM Configure refresh
3 s . 8:31PM
Start 3 o)
o [ &, & Foe o

Figure 53: AD DS Setup — Server Manager at Windows Server
At your Windows Server PC, go to Server Manager, and at the left side of your screen click on
Roles.

E. Server Manager

il Features o

[# m Diagnostics * View the health of the roles installed on your server and add or remove roles and features.
® i} Configuration >
= =4 Storage

~ ' Roles Summary ﬂ Roles Summary Help

(~ Roles: 0of 17nstaled J\’f} 5 Add Roles

B2 Remove Roles

4 | ]|<¥ LastRefresh: Today at 8:31PM Configure refresh

[Expand: Completed successfully.

. :
vs| [, & POG e .

Figure 54: AD DS Setup — Add Roles
And to your right side, you will see Add Roles, Click on it to start the installation of server
components.
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Add Roles Wizard l(jh

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Before you continue, verify that:

» The Administrator account has a strong password

» Network settings, such as static IP addresses, are configured
« The latest security updates from Windows Update are installed

Ifyouahvehmuemmyofﬁnweceﬁ\gsmws,amdﬁ\eﬁm,mldehhesmvs,andlhenrmﬂ\e
wizard again.

To continue, dick Next. I3

™ Skip this page by default

< Previous "TI Insts I Cancel |

B & P o

Figure 55: AD DS Setup — Add Roles Installation Wizard
After clicking “Add Roles, you will see a Wizard Installer for Adding Roles, you can skip
the page by default or just click next.

Select one or more roles to install on this server.
Roles:

[ Active Directory Certificate Services
Active Directory Domain Services

LIRA:we Drectory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Drectory Rights Management Services
[] Application Server

[ DHCP Server

[] DNS Server

[] FaxServer

[ File Services

[ Hyper-v

[} Network Policy and Access Services

["] Print and Document Services

[] Remote Desktop Services

[ ] web Server (11S)

["] windows Deployment Services

[] Windows Server Update Services

Mare about server roles

Figure 56: AD DS Setup — Select AD DS
In Selecting Server Roles, navigate to “Active Directory Domain Services to install.
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Before You Begin Select one or more roles to install on this server.
Roles: Description:
oo T s
prtification
e \;' Add features required for Active Directory Domain Services? f:::f;:
=1 You cannot install Active Directory Domain Services unless the required features are also installed y of
Features: Description:
= NET Frameworc 3.5.1 Features Microsoft NET Framework 3.5.1 combines
the power of the NET Framework 2.0 AFls
NET Frameworc 3.5.1 with new technologies for building
applications that offer appesling user
interfaces, protect your customers’ personal
identity information, enable seamless and
secure communication. and provide the
=bility to model a range of business
processes.
[y
Add Requred Featres | Cancel |
Why are these features required?
@ 4

{nm]m:ﬁs—l Insta I mmzll

Figure 57: AD DS Setup — Adding required features for AD DS
After clicking AD DS, it will ask you to add the required features. Press “Add Required Features”
to proceed. After that, click Next to proceed for the installation.

Introduction to Active Directory Domain Services
mmmwwm fe about users, , and other devices on the
DS helps manage this infc and fadilitates resource sharing and
Mﬁnbetwemm wos:dwmqiedfwmm applications such as Microsoft
Exchange Server and for other Windows Server technologies such as Group Policy.

Things to Note
i To help ensure that users can stil log on to the network in the case of a server outage, install a minimum of
two domain confrollers for a domain.

i AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server.

i After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller,

i Instaling AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
are required by Directory Service.

Additional Information

Qverview of AD DS

Instaling AD DS

Common Confiqurations for AD DS

Figure 58: AD DS Setup — Introduction to AD DS
After reading those, click next.
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Add Roles Wizard

X! Add Roles Wizard x|
E Confirm Installation Selections ﬁ Installation Results
Before YouBegn
Toinstall the following roles, role services, or features, dick Install, S T e
Server Roles ®2 Server Roles
i) 2informatonal messages below 1. 1waming, Linformational messages below
Active Directory Domain Services Active Directory Domain Services Sl 2
(3) This server might need to be restarted after the installation completes. Confimation §), Window To ensure that your feature s
automaticaly updated, turn on Windows Update in Control Panel,
Progress ~) Active Directory Domain Services. Progress .
Rests (@) After you nstal the AD DS role, use the Active Drectory Domain Services Installation Wizard @ Active Diractiey Domain Serviots ) Tnitalistion swccenited
(dcpromo.exe) to make the server a fuly functional domain controter. “The follwing rol services were instaled:
o Active Directory Domain Controller
R @) Use the Instalaton Wizard (& o make the server a
NET Framework 3.5.1 ™ fully functonal domain controlr.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo,exe).

) NET Framework 3.5.1 Features. @ 1nstallation succeeded

‘The following features were installed:
NET Framework 3.5.1

Print, e-mai, or save this information

<previous | e [T | cane |

Figure 59: AD DS Setup — Confirming Installation and Installation Results

After confirming Installation Selections, click install. And wait for it to finish installing. After

installing it, the Installation results will pop-up show that the installation of the AD DS is successful.

'0_1 dapromo

4 See more results

I depromo Log off Dl

[Eﬂ &g o

Figure 60: AD DS Setup — dcpromo

After installing AD DS, go to your start menu and type on the search bar “dcpromo” and click
enter.
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@/ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next

Leam more about the additional options that are
advanced mode installation.

available in

More about Active Directory Domain Services

Figure 61: AD DS Setup — AD DS Installation Wizard
After entering “dcpromo” you will see the Active Directory Domain Services Installation Wizard,

This is where you make the Server an Active Directory Domain Controller. Now click next to proceed.

: 61 Active Directory Domain Services Installation Wizard - 1_'

| Choose a Deployment Configuration r E

| You can create a domain controller for an existing forest or for a new forest t—'i;J

| - =
" Existing forest

€ Add 2 domen controller to an existing domain

€ Create a new domair in an exsti forest

This serverwill become the first domain controlier in the new domain

(" Create a new domain in a new forest

More about possible deplovment corfigurations

[ <Back | 1> Cancel |

Figure 62: AD DS Setup — Choosing Deployment Configuration
Here we are given 2 choices, click on “Create a New Domain In a New Forest” and click next.
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B 1 Active Directory Domain Services Installation Wizard F x|

Name the Forest Root Domain ==
The first domain in the forest is the forest root domain, Its name is also the name of = =]
the forest. A !

p———

Type the fully qualified domain name (FQDN) of the new forest root domain.
pri

FQDN of the forest root domain:
]MnHotd Local

Example: cop contoso.com

US|

< Back I Next X\ I Cancel
Ay
Analyzer scan, go to the Be;t Practiczs_AnaIy_mr tie
< | »]|<¥ LestRefresh: Today at 8:32PM Configure refresh

Figure 63: AD DS Setup — Naming the Forest Root Domain
Here we are going to create our Forest Root Domain. We must type the full domain name for our
new forest root domain. Here in this figure, we assigned our Domain Name as “MiniHotel.Local” with
CamelCasing. After typing the hame of our domain, click Next. When clicking next it will check whether

the new forest name is already in use. In our case, it is not since it is a fresh install of Windows Server.
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@! Active Directory Domain Services Installation Wizard E x|

Set Forest Functional Level =
Select the forest functional level EE

- F«um:mmawimmawm :]

o You will be able to add only domain controllers that are running
Windows Server 2003 or later to this forest.

More about domain and forest functional levels

<Back|Ne¢>|Ca!cd

Figure 64: AD DS Setup — Setting Forest Functional Level
After checking if the domain name is not taken yet, it will bring us to Set the Forest Functional
Level. By default it is Windows Server 2003, but we must change it to Windows Server 2008 R2 since it
is compatible with our current OS System. After that, click Next.
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! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

b
¥ DNS server
¥ | Gilobal catalog

— | P

I~ Aead-orly damzn controller (RODE]
Addtional information:

The first domain controller in a forest must be a global catalog server and ]
cannot be an RODC.

\We recommend that you instal the DNS Server service on the first domain
cortroller.

)

| Analyzer scan, go to the Best Practices Analyzer tle

Figure 65: AD DS Setup — Adding Additional Domain Controller Options
After choosing the Forest Functional Level, in the Additional Domain Controller Options, we see

that the DNS Server and Global Catalog is checked defaultly, just click Next to proceed. And it will start
examining it, waiting for it to finish.
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@! Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database. log files, and SYSVOL.

Figure 66: AD DS Setup — Location for Database, Log Files, and SYSVOL
After it’s finished examining the contents, we are prompted to confirm the location of the Database
Folder, Log Files Folder, and the SYSVOL Folder. After confirming, click next.
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i ©! Active Directory Domain Services Installation Wizard B x|

I Directory Services Restore Mode Administrator Password

| £
i e
The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain

controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: I I

Confirm password: I

More about Directory Services Restore Mode password

<Back [ MNet> | cance |

Figure 67: AD DS Setup — Directory Services Restore Mode Administrator Password
Here we are now prompted to the Directory Service Restore Mode Administrator password. This
is different from the domain Administrator account. The DSRM Administrator is a local fallback account
used exclusively to repair or recover a corrupted Active Directory (AD) database. Type in a strong

password to protect the DSRM Admin just in case of any emergency. After that, click next.
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o' Actve Drrectory Doma services Instalation Wizard
s |
|
Review your selections:
server as the first Active Directory domain controller in a new forest.  a i
new domain name is “MiniHotel.Local". This is also the name of the new forest.
NetBIOS name of the doman is “MINIHOTEL".
Functional Level: Windows Server 2008 R2
Functional Level: Windows Server 2008 R2
- Default-First-Stte-Name
Options:

e e S R

il

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with -

More about using an answer file

<Bak [ Net> | Cancel |

Figure 68: AD DS Setup — Summary of the Installation
After reviewing the installation summary, click on Next to proceed for the installation.

=/
i F
Review your selections:
Active Directory Domain Services Installation Wizard '
Create DNS Delegation
The wizard is configuing Active Directory Domain Services. This process can take
Database folder- C;\Winc  from a few minutes to several hours, depending on your environment and the options
Log file folder: C:\Windoy  that you selected. "
ISYSVOL folder: C:\Wind:
The DNS Server service
The DNS Server service ’ o
This computer will be cor A
The password of the new
the local Administrator of

Configuring the local computer to host Active Directory Domain Services

other unattended operatic Cancel
More about using an ansy —l i
™ Reboot on completion

<Back | Net> Cancel |

T o T T e ey rprm <

Figure 69: AD DS Setup — AD DS Installation Wizard configuring the AD DS Configuration
Wait for the AD DS Installation Wizard to complete. And do not forget to check “Reboot on
completion”.
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@/ Active Directory Domain Services Installation Wizard ) _ﬂ

Completing the Active Directory
Domain Services Installation

Wizard

ictive Directory Domain Services is now installed on this « |
r:onouer for the domain "MniHotel Local",

[This Active Directory domain controller is assigned to the
site “Defaut-First-Site-Name”. You can manage sites
Mhihe Active Directory Sites and Services

administrative tool.

To close this wizard, ciick Finish.

< Back I H:; I Cancel |

Figure 70:AD DS Setup — AD DS Installation is Complete
After successfully installing AD DS, click finish and wait for your PC to Restart.
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MINIHOTEL\Administrator

I -

W1 SET

g ”
W Windows Server:200s
Standard

Figure 71: AD DS Setup — Logging in to your Administrator account after restarting
After restarting you are prompted to login, still use your SAME PASSWORD ON YOUR INITIAL
SETUP DURING THE INSTALLATION OF THE OS to login to you Administrator account.
Congratulations you have now successfully installed AD DS in your server now to check it.
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5.5 DNS Setup

§.. Server Manager =101 x|
File Action View Help
&= |Hmlc= HE &8
e CIHESSEIE Forward Lookup Zones 2
Bt T o T T
i gncﬁve Directory Domain Se [Lome - e o — S—
2 £ DN Server _msdcs. MiniHote!, Local Active Drect...  Running More Actions »
a & ons = Mir\i‘icbel.l&d Active Direct...  Running
= & o
B § WINHS6FQB0V51)
[# | Global Logs
Bl Forward Lookug
¥ || Reverse Lookug
# [] Conditional For
[# | Features
[# _’ Diagnostics
Hift Configuration
[ {3 Storage
J | il i o
3 == 3 8:33PM
[ 7start a E o O
: = W © 100 E

Figure 72: DNS Setup — Checking DHS if it’s in the Forward Lookup Zones
To check that the DNS is installed on your server, go to Server Manager, uncollapse Roles, and
you will see your DNS server on the right side, now to verify that your domain name is registered too,
uncollapse DNS, and uncollapse the Name of your Server mine is WIN-H56FQBO0V51J and navigate to

Forward Lookup and select it. On your workspace in the middle, you will see 2 Forward lookup zones.
This confirms that your DNS is installed successfully.
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Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7688]
Copyright <c?> 208? Microsoft Corporation. All rights reserved.

C:xUserssAdmninistrator>*nslookup MiniHotel.Local
DHS request timed out.
timeout was 2 seconds.
Server: UnKnouwun
Address: ::

MiniHotel.Local
192 .168.5.18

C=sUzerz Adminisztrator >S5S

Figure 73: DNS Setup — nslookup Test
You can also check the DNS using nslookup. Just go to the start menu and type cmd and press
enter. and when you are at the cmd, type nslookup [Your Domain Name] to check.



5.6 DHCP Configuration

i, 2erver Manager
File Action View Help

a%= @

e e G
[+ 3} Roles T |
Features
& Diagnostics Get an overview of the status of this server, perform top management tasks, and add or remove server

X roles and features,
[+ & Configuration
Storage (ESC0): d
* | Roles Summary ﬂ Roles Summary Help
[~ Roles: 2of 17instaled 5 Go toRoles
o e S AddRgles
A, Active Directory Domain Services 5& Re -
(i, DNS Server
*! Features Summary E Features Summary Help
(~ Features: 3of 41 installed & Add Features
ﬂ Remove Features
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
&N NS Tanle ﬂ
1| | | |*# LestRefresh: Todayat8:39PM Configure refresh
E - 8:39PM
Start 3 i
o | | % &g o DB 51700

Figure 74: DHCP Configuration — Adding Roles
To install a DHCP server on your Server, go to Server Manager again, and click Roles and click

Add Roles.

SAM Final Requirement — Technical Documentation



Figure 75: DHCP Configuration — Installing DHCP Server
In the Server Roles Wizard, choose DHCP Server and click next.

Figure 76: DHCP Configuration — Active Scope and Client Lease
After reading what DHCP Server does, click next.
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E Add Roles Wizard

p & Select Network Connection Bindings ‘

Before You Begin
Server Roles
DHCP Server

Network Connection Bindings
IPv4 DNS Settings

IPv4 WINS Settings

DHCP Scopes

DHCPV6 Stateless Mode
IPv6 DNS Settings

DHCP Server Authorization

Progress
Results

|

ou [, &

One or more network connections having a static IP address were detected. Each network connection can
be used to service DHCP dients on a separate subnet.

Select the network connections that this DHCP server will use for servicing dients.
Network Connections:

P Address | Type |
M 192.168.5.10 Pv4

~ Detais
Name: Local Area Connection
Network Adapter: Local Area Connection

Physical Address: 08-00-27-65-09-09

<previous || Next>a mse | e ||}
. 80P
BB sy B

Figure 77: DHCP Configuration — Selecting Network Connection Bindings

After clicking next, you are prompted to Select Network Connection Binding. Your Server IP

Address is already selected by default. Just click next.
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E Add Roles Wizard o x| J

| ﬁ.ﬁ Specify IPv4 DNS Server Settings |

Before You Begin !
b \When dients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles aq&esuofDNSserverundmewmtdunmnm.mmmmv&huewlbeapnedbm
using IPv4,
onnection Bindngs Specify the name of the parent domain that dients wil use for name resolution. This domain will be used for all
etk O scopes you create on this DHCP server, 'I
IPv4 WINS Sett Parent domain:
[MiniHotel. Local
DHCP Scopes
DHCPv6 Stateless Mode
= Spedfy the IP addresses of the DNS servers that dlients wil use for name resolution. These DNS servers will be
IPv6 DNS Settings used for all scopes you create on this DHCP server,
DHCP Server Authorization
. Preferred DNS server IPv4 address:
|127.0.0.1 Validate
Progress >
Results @Vﬁ
Alternate DNS server IPv4 address:
|192.168.5.10 Validate
@ vaid
More about DNS server settinas u

<Previnus| Next > I Insts I Cancel I L]

I
o [B & oo S

Figure 78: DHCP Configuration — Specifying and Verifying IPv4 DNS Server Setting
After clicking next, you are going to specify the IPv4 DNS Server Setting next. the Preferred DNS
Server IPv4 Address and the Alternate DNS Server IPv4 Address should be both valid. The preferred
DNS server IPv4 Address has already a default IPv4 of 127.0.0.1 and for the Alternate DNS server IPv4
address, type in 192.168.5.10. Both IPv4 should be valid. After confirming that both IPv4s are valid, click

next.
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Figure 79: DHCP Configuration —WINS is not Required
After clicking next, you are prompted to specify the IPv4 WINS Server Setting, the “WINS is not
required for application on this network” is defaultly selected, just click next.
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Figure 80: DHCP Configuration — Adding DHCP Pool
After clicking next, you are prompted to Add or Edit DHCP scopes. On the right side of the Ul,
click Add.
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Add Scope ;(.l

A scope Is a range of possible IP addresses for a network. The DHCP server
cannot distribute IP addresses to dients until a scope is aeated.

— Configuration settings for DHCP Server

Scope name: Mini Hotel DHCP Pool
| starting 1P address: [192.168.5.15

Ending IP address: |192.168.5. 100
Subnet type: Iwred (ease duration wil be 8 days) :‘
¥ Activate this scope

 Configuration settings that propagate to DHCP dient [y
Subnet mask: |255.255.255.0
Defauit gateway (optional): |

[ o« | coe

Figure 81: DHCP Configuration — Adding Scopes
After pressing add scope, we are prompted to configure some settings for the DHCP Server. For
the scope name we typed in Mini Hotel DHCP Pool, in the Starting IP Address, we put 192.168.5.15, and
on the ending IP address we typed 192.168.5.100. Subnet type is set to wired. After configuring the scope

settings, click on OK and NEXT.
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Figure 82: DHCP Configuration — Disable DHCPv6 Stateless Mode
After clicking Next, we are prompted to configure DHCPvV6 Stateless Mode, since DHCP Stateless
Mode is not on the criterion, we are going to choose “Disable DHCPv6 Stateless Mode for this server”.
After that, click Next.
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Figure 83: DHCP Configuration — Authorizing DHCP Server
Here in Authorized DHCP Server, Use current credentials is defaultly selected, click Next.
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Add Roles Wizard L("

=
& Confirm Installation Selections

Before You Begh Toinstal the folowing roles, role services, or features, cick Install,
Server Roles :
BHCE @ 1informational message below
Network Connection Bindngs (i) This server might need to be restarted after the installation completes. |
IPv4 DNS Settings ~ DHCP Server
Network Connection Bindings : 192.168.5.10 (IPv4)
IPv4 DNS Settings
DNS Parent Domain : MiniHotel.Local
DNS Servers : 127,0.0.1, 192,168.5,10
WINS Servers : None
Scopes
Name: Mini Hotel DHCP Pool
Default Gateway : None
Subnet Mask : 255,255,255.0
IP Address Range : 192,168.5.15 - 152. 168.5. 100
Subnet Type : Wired (lease duration will be 8 days)
Activate Scope : Yes
DHCPv6 Stateless Mode : Disabled
DHCP Server Authorization : Authorize using credentials assodated with
MINIHOTEL \Administrator
Print, e-mail, or save this information

<Previous | s [[[omstat ]| cance |

Figure 84: DHCP Configuration — Confirming the Installation of the DHCP Server
After confirming all of the details in the summary of DHCP installation, click install. And wait for it

to finish installing.
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Figure 85: DHCP Configuration — Installation Results
After it's done installing, It will show you the Installation results wherein Installation of the DHCP

Server is a success.
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5.8 Domain Setup

*Domain Setup and Client Join Domain are configured first so that it follows the logical flow of File sharing
and so that it will be tested using real-world scenarios e.g Manager Folder, and Front Desk Folder.

Remote Desktop Services
Recydle 8 iu Active Directory Administrative Center
5 Active Directory Domains and Trusts

ﬁ R X ' L4 Active Directory Module for Windows PowerShel
( 4 ﬁﬂmmmym“m
J j: . Active Directory Users and Computers
J Notepad . = T
| ine . Component Services
@ Internet Explorer Adminstrator £
) 4 DHCP
S 2 ons
twork {d] Eventviewer
= # Group Policy Management
&, iSCSI Initiator
Control Panel <
T Local Security Polcy
Devices and Printers ®) Performance Moritor
 Security Configuration Wizard
Administrative Tools i Server Manager
. Services
Help and Support Ll,l_} Swe“sw*"mt
Run,.. 4 Storage Explorer
Fave ] system Configuration
__— (%) Task Scheduler
ISeardwprogramsandﬁles @ Log off )l & Windows Firewall with Advanced Securi

—_— '%| Windows Memory Diagnostic
o Al@ 1 I Sl

Figure 86: Domain Setup — Users and OUs in Active Directory

We must first configure the Domain Setup, Click on Start Menu, navigate to the right, hover to

Administrative Tools, and find “Active Directory Users and Computers” and click on it.
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B Active Directory Users and Computers '> =10] x|
Fle Acton View Help

e rm0Dc=Hmlamrdh
. Active Directory Users and Comput | Name | Type | Description |
@& it ] Buitin buiftinDomain
S Minitotel. Local ] Computers Container Default container for upgr...
21 Domain Cont... Organizational ...  Default container for dom...
E "I ForeignSecur... Container Default container for secu...
@ & Oomain Controllers | Managed Ser... Container Default container for man...

] ForeignSeaurityPringpals [ =\ -
[# ] Managed Service Accounts u*k
® ] Users

Container Default container for upgr...

Figure 87: Domain Setup — Navigating to Users

Click on MiniHotel.Local and navigate to Users.

§ Active Directory Users and Computers

Fle Action View Help

e rmO00c=HE3aras
. Active Directory Users and Comput | Name [ Type | Description ]
B (] Saved Queries "% Administrator  User Builtn account for admiri...
Eis&!*bml-tocnl 82 Alowed ROD... Security Group ... Members in this group can...
# ] Buitin 83, Cert Publishers  Security Group ...  Members of this group are...
[ ] Computers 82 DeniedROD... Security Group ... Members in this group can....
%:’e‘t’“ﬁ"'{*ﬂs_ H2,DHCP Admini... Security Group ... Members who have admin...
- igriSeaxityPrindpdls %WUsers Security Group ...  Members who have view-...
@g&wmms 52 DnsAdmins Security Group ...  DNS Administrators Group
= %D&deatepv... Security Group ... DNS dients who are permi...
82, Domain Admins S Delegate Control... administrators. ..
8 Domain Com... S Find... tions and serve...
%Donunomt_“ L
52 pomain Guests 5 I  Comouter
8 Domain Users S M Tods %
M Enterprise A... S Refresh
%EnterprbeR... S Exportlist.
82, Group Policy ... S
2, Guest u e L
SLRASandIAS ... S Amange Icons »
8,Read-onlyD... S Lineuplcons
82, schema Admins S
Kl I 2
“reate a new object... | |

Figure 88: Domain Setup — Creating a New User

Inside the Users, right click, navigate to New, and select User.
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L]
I New Object - User _)_(_l

& Createin:  MiniHotel Local/Users

o B

First name; |Paul Initials: |

Last name: |

Full name: IPaui

User logon name:

[PauiManaged | @MiniHotel Local |
User logon name (pre-Windows 2000):

|umn-|oTa.\ lPadManager

¢ Back I Next > I Cancel

Taet= T s = —— =

Figure 89: Domain Setup — Creating a User Domain for Paul the Manager
Now we are prompted to New Object - User. The first user domain that we are going to create is
for Paul. Fill up the details with the First name only if you want or complete it with a Last Name. And this
is very important, Save the User Login Name or else you cannot join a user to a domain. After configuring
the Setup, Click Next.
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New Object - User L ﬁ

& Createin:  MiniHotel Local/Users

Password: Iooooooooooooo

Confirm password: Iooooooooooooo

™ User must change password at next logon
I User cannot change password

™ Password never expires

™ Account is disabled

Figure 90: Domain Setup — Creating a Password for Paul’s Account in Manager
Uncheck “User must change password at next login” since this can cause problems when the
user logins in. In the password, be sure to have a minimum 13 characters together with alphabets,

numbers, capitalization, and symbols. After setting up the password click next.
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A - a O -
New Object - User z’

& Createin:  MiniHotel Local/Users

When you dlick Finish, the following object will be created:
Full name: Paul ;l
User logon name: PaulManager@MiniHotel. Local

<]

<Bad<|ﬁ'i£§| Cancel |

[SLRASandIAS ... Security Group ... Serversi

Figure 91: Domain Setup — Successfully created Paul’s Manager Domain Account
After setting up, the following user will be created as Paul and User Login Name

PaulManager@MiniHotel.Local.

=TS
Fle Acton View Help
e rmO00cHE 35 ras
. Active Directory Users and Comput | Name. ITE [Dm |
[ (] Saved Queries 2, Administrator  User Buit-in account for admini...
=) 5 MiniHotel.Local 82 Alowed ROD... Security Group ... Members in this group can...
@ £ Buitin 83, Cert Publishers  Security Group ...  Members of this group are...
[ ] Computers 82, Denied ROD...  Security Group ... Members in this group can...
;f DF:n.uhConlx.oﬂer_s . 82, DHCP Admini... Security Group ... Members who have admin...
@ (& ForeignSeanityPrindpals || g9 nesco jcers  Security Gr
" oup ... Members who have view-...
&'TJ.JM’"WS"'“ \ccounts | 82 DnsAdmins  Security Group ... DNS Administrators Group
%Drsl.lpdatePf... Security Group ... DNS dients who are permi...
#2,Domain Admins S Delegate Control... administrators...
%DomainCom“. S Fnd... tions and serve...
82, Domain Cont... S L e
oo - M
%DomamUsers S A
S Enterprise A... S Refresh
HEnterpriseR... S ExportList.
.%GmupPokym S
2, Guest y, Vew L
H3RASandIAS... S Amange Icons »
8,Read-onlyD... S Line uplcons
2 schema Admins S
Kl — 2
“reate a new object... |

Figure 92: Domain Setup — Creating a New Domain account for Marsha, Front Desk
After creating Paul Manager's Domain account, we go back once again to Users to create a

Domain Account for Marhsa our Front Desk.
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R AChYE Lhirectory LISESrs Sl L OnaEs
New Object - User

WA | - §

& Createin:  MiniHotel Local/Users

.l

First name: lMarsha Initials: |

< Back I Nex > I Cancel |

T2 AT [ —

Last name: I
A
Full name: [Marsha L
n
User logon name: o]
[ MarshaFrontDesk] | @MiniHotel Local =l f
B
User logon name {pre-Windows 2000): |
|mN|HOTEL\ |MashaFvomDesk {
|
i
E

Figure 93: Domain Setup — Creating a Domain for Marsha
Same as Paul, Fill up the details with the First name only if you want or complete it with a Last
Name. And this is very important, Save the User Login Name or else you cannot join a user to a domain.
After configuring the Setup, Click Next.
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| New Object - User ‘ﬂ 1

| 8) Crestein:  MiniHotel Local/Users

Password: Ilio"ult"mtwlot

Corffirm password: I.lill.l-l-’l.l-l’l.l- %

™ User must change password at next logon
I User cannct change password

[ Password never expires

™ Accourt is disabled

<Badc|N=d>ICam=l

T ® r_T

Figure 94: Domain Setup — Creating a Password for Marsha’s Domain Account
Same configuration as Paul has, Uncheck “User must change password at next login” since this
can cause problems when the user logins in. In the password, be sure to have a minimum 13 characters

together with alphabets, numbers, capitalization, and symbols. After setting up the password click next.

e e e

New Object - User zj

& Createin:  MiniHotel Local/Users

When you click Finish, the following object will be created:
Full name: Marsha ]
User logon name: MarshaFront Desk@MiniHote! Local

=

R
T ¥ n-ald | e

Figure 95: Domain Setup — Successfully Created Marsha’s Domain Account
After setting up, the following user will be created as Marsha and User Login Name
MarshaFrontDesk@MiniHotel.Local.
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5.9 Client Domain Join

—

. 1| Getting Started 4

‘ Connect to a Projector
— Manager
i Caleulator
Documents
Sticky Notes

Pictures

\% Snipping Tool
af;.[ Paint

Y‘ XPS Viewer

Music

Computy

Open
® Manage

Control H

&i Windows Fax and Scan

Map network drive...

Disconnect network drive...
*’E) Remote Desktop Connection

& Magnifier

»  AllPrograms

Show on Desktop

Rename

Properties

l Search programs and files pe) l

Figure 96: Client Domain Join — Navigating to Properties
On Windows 7 Ultimate - Manager’s Office PC, go to Start Menu, navigate to the right, Right-Click

Computer, and navigate down and click properties.

Control Panel Home

¥ Device Manager
¥ Remote settings
# System protection

¥y Advanced system sEmngs

Figure 97: Client Domain Join — Advanced System Settings

SAM Final Requirement — Technical Documentation



At the Right side of the Control Panel, Click Advance System Settings.

Computer Name | Hardware | Advanced | System Protection | Remote |
&‘ Windows uses the following information to identify your computer

| onthe network.
Computer description: |
For example: "Kitchen Computer” or "Mary's
Computer”.
Full computer name: Manager-PC
Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network ID.
To rename this computer or change its domain or

workgroup, click Change.

Lok ) Camcad || oty |

Figure 98: Client Domain Join — Navigating in Change

On System Properties go to Computer name, and click Change.
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System Properties @

‘You can change the name and the membership of this hmputer
computer. Changes might affect access to network resources.
Mors information

Computer name: s
Manager-PC

Full computer name:
Manager-PC

0.

Member of
@ Domain:

) Workgroup:
|WOHKEHDUF'

[ ok ][ concel |

| oK || Cancel | Aol

Figure 99: Client Domain Join — Joining the Domain of MiniHotel.Local
In Computer Name/Domain Changes, navigate below and at the Member of option, choose
Domain and type MiniHotel.Local. And Enter.

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the

domain.

[l =——

Domain: MiniHotel.Local

ok J[ Concel |

Figure 100: Client Domain Join — Entering PaulManager’s Credentials
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After verifying that you are within the range of the Domain name, you are prompted to enter the
Username and the Password of an account with permission to join the domain. We configured Paul First
so In our username, we Put PaulManager and the Password for the Domain. After that click OK.

. L .
F: o

Computer Narme/Domain Changes

Ifo} Welcome to the MiniHotel.Local domain.
—

T T TN SWEIElT

Computer Name/Domain Changes

You must restart your computer to apply
= these changes

Before restarting, save any open files and close all
programs.

Figure 101: Client Domain Join — Restarting to Join the Domain
After entering the right credentials for Paul the Manager, we are welcomed to the MiniHotel.Local
Domain. To apply the changes, we are going to restart our computer.
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MANAGER~PC\Manage‘r
ErE .

w. Windows 7 Professional

Figure 102: Client Domain Join — Switch User, This is not our Account

This is not yet the Domain that we joined, click switch User. And navigate to Other User.
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Password

Log on to: MINIHOTELT
How do I log on to anotherdomaing:

Switch User

w. Windows' 7/ Professional

Figure 103: Client Domain Join — Logging in Using the Domain Account’s Credentials

Type the Credentials for Paul Manager and the Password to login to the Domain Account.
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?" Getting Started

! Connect to a Projector

| Caleulator

Paul

Documents

Sticky Notes

% Snipping Tool
af_[ Paint

< - XPS Viewer

Pictures
Music
Computer
Control Panel

S’ Windows Fax and Scan
Devices and Printers

%’ Remote Desktop Connection

Default Programs

\i Magnifier Help and Support

»  AllPrograms

||.‘\'F77(*‘ programs and files p‘
L\.
il
8 .. d

Figure 103: Client Domain Join — Successful Login with Domain Account using Paul’s Credentials

Congratulations and you have successfully logged into your domain account. Now we will repeat
the steps for Marsha, our Front Desk.
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Front Desk
Documents
Pictures

Music

Comput open
# Manage

Control § f" 9

Map network drive...
Devices & Disconnect network drive...
Default Show on Desktop

Rename
Help anc

Properties b

Figure 104: Client Domain Join — Start Menu and Properties
On Windows 7 Ultimate - Front Desk PC, go to Start Menu, navigate to the right, Right-Click

Computer, and navigate down and click properties.
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Control Panel Home

¥ Device Manager

¥ Remote settings

Hy System protection

#y Advanced system settings

Figure 105: Client Domain Join — Advanced System Settings
At the Right side of the Control Panel, Click Advance System Settings.

vCotmerP.bne | Hardware | Advanced | System Protection | Remote |

| Windows uses the following information to identify your computer

on the network.
Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”
Full computer name: Front Desk-PC
Workgroup: WORKGROUP

To use a wizard to join 3 domain or workgroup, click
N 1D, Network ID..,

To rename this computer or change its domain or -
workgroup., click Change. Chonge... [y

[ ok J[ Camcal || ooy

Figure 106: Client Domain Join — Navigate to Computer name and Change

On System Properties go to Computer name, and click Change.
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Systemn Properties
o T ™

You can change the name and the membership of this brputer
computer. Changes might affect access to network resources.
Mo i :

Computer name:
FrontDesk-PC

Full computer name:
FrontDesk-PC

Member of
@ Domain:
MiniHetel Local pe.. |

() Workgroup:
WORKGROUP |

Figure 107: Client Domain Join — Joining the MiniHotel.Local

In Computer Name/Domain Changes, navigate below and at the Member of option, choose
Domain and type MiniHotel.Local. And Enter.
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\)U |#% » Control Panel » System and Security » System

Computer Name/Domain Changes )
Enter the name and password of an account with permission to join the
domain. H
IT 1 MarshaFrontDesk I
‘ [ LA LAl L I
Domain: MiniHotel.Local
[ ok ][ cances | I
WORKGROUP \ )
h
e [ ok |[ cance |
9
Acti
Win Lok ][ Cancet || ooy
Perf
Tools Computer description:
Workgroup: WORKGROUP

= O] | B3 |

Figure 108: Client Domain Join — Inputting Marsha’s Credentials
After verifying that you are within the range of the Domain name, you are prompted to enter the
Username and the Password of an account with permission to join the domain. We configured Marsha
First so In our username, we Put MarshaFrontDesk and the Password for the Domain. After that click
OK.
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System Properties = |
( bmputer
Computer Name/Domain Changes = P
You can change the name and the membership of this or
computer. Changes might affect access to network resources.
: ' 3
)l rights reserved.

Cim!er name:
FrontDesk-PC

Full computer name:;
FrontDesk-PC

@ Welcome to the MiniHotel.Local domain.

Member of
MiniHoted Local

(. Workgroup:
WORKGROUP ’

[ ok ][ cancel |

y System
h Input is available for this D

gs

Lok ) [ Concel [ ooy

e Comnuter descrintion:

Figure 109: Client Domain Join — Successfully Joined MiniHotel.Local

Marsha Front Desk has been successfully added to the MiniHotel.Local

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

Figure 110: FClient Domain Join — Restarting to Apply Changes

After entering the right credentials for Marsha our Front Desk, we are welcomed to the

MiniHotel.Local Domain. To apply the changes, we are going to restart our computer.
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FRONTDESK-PC\Front Desk Other Users

w. Windows 7/ Professional

Figure 111: Client Domain Join — Navigate to Other Users

This is not yet the Domain that we joined, click switch User. And navigate to Other Users.

Switch User

. Windows 7 Professional

Figure 112: Client Domain Join — Logging in using Marsha Front Desk Domain Credentials

Type the Credentials MarshaFrontDesk and the Password to login to the Domain Account.
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TI' Getting Started

! Connect to a Projector

2| Calculator
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Documents
Sticky Notes

.‘j Paint
4

i XPSViewer

Pictures
Music
Computer
Control Panel

&; Windows Fax and Scan
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% Remote Desktop Connection
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Figure 113: Client Domain Join — Successfully Login using the Domain Credential of Marsha Front Desk
Congratulations and you have successfully logged into your domain account. And completed the
setup for Joining User accounts in a Domain.
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5.10 File Services Configuration

E. Server Manager = ‘_Lu‘ﬂ
File Acton View Help
== H
L S O
© 5 Roles e
= Active Directory Domain Se "
= DHCP Server Get an overview of the status of this server, perform top management tasks, and add or remove server
e 5 roles and features,
® g win-h56fgb0v51j.minihe
& £ DNSServer 50):
S| d Features = :l
& 3 Group Policy Management
® i Diagnostics ~ Roles Summary Roles Summary
® Ff} Configuration - 7 =
= Stor - —
o () Roles: 3of 17instaled 3 GowRoles
Fa Add Roles
A, Active Directory Domain Services 5:6 Reriove
&3 DHCP Server
2. DNS Server
~ Features Summary Features Summary Help
(~ Features: 3of 41 installed & Add Features
é Remove Features
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
- AN NS and AN 1 NS Tanlk Ll
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o [B & )| 9] 7 PG g™

Figure 114: File Services Configurations - Navigate to Add Roles
To install File Services Configuration, navigate to Server Manager, go to Roles, and click Add
Roles.
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Figure 115: File Services Configurations - Selecting File Services

Select File Services in the Select Server Roles Menu and Click next.

Figure 116: File Services Configurations - Selecting File Services

File Server is selected by default here, click Next.
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i Add Roles Wizard 5'

| & Confirm Installation Selections

Before You Begin

To install the following roles, role services, or features, dick Install,
@ 1informational message below

@ This server might need to be restarted after the installation completes.
~) File Services
File Server

<Previo|.sl Next > “ [‘gstal I Cancel

Figure 117: File Services Configurations - Installing File Services

After you confirm that File Services is the only feature to install, click install.

The following roles, role services, or fe were installed successfull
3 1 waming message below
/1, Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is
automatically updated, turn on Windows Update in Control Panel,
~ File Services (@ 1nstallation succeeded
The following role services were installed:
File Server
Print, e-mail, or save the installation report

= Previous I Next> | Close I Cance! |

Figure 118: File Services Configurations - Successfully Installed File Services

File Services installation is a success and click close.
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@__uv!“. » Network v |4 || search Network el
Organize v Search Active Directory Network and Sharing Center Add a printer Add a wireless device 2=~ [ ©
Network discovery and file sharing are turned off. Network computers and devices are not visible, Click to change... X

4 ¢ Favorites
Ml Desktop
& Downloads
. Recent Places

4y Libraries
+ Documents
& Music b
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B Videos

1% Computer

€ Network

Q 0 items

Figure 119: File Services Configurations - Enabling Network Discovery and File Sharing in Paul’s PC
In our Paul Manager PC, navigate to File Explorer, and on the right side of the screen, click
Network, and inside the network, on the top of it, there’s a notification that Network discovery and file

sharing are turned off. Click it to change.

r .
"% User Account Control 5

Do you want to allow the following program to make

changes to this computer?

Program name:  Network and Sharing Center
?} Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes.

T— | Administratod |
‘ Password l
\ ‘ -

Domain: MINIHOTEL

V) Show details Ves l { No ‘J

Figure 120: File Services Configurations - Entering the Admin’s Credentials
Type the Username and the Password of the administrator to allow Network sharing and access
folders within the network.
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Figure 121: File Services Configurations - Making a Folder

Back in our Windows Server, Make a Folder and name it to Manager Files.
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M ranager Files Properties x|

‘General Sharing | Security | Previous Versions | Customize |

Network Path:
\\WIN-H56FQBOV51J\Users\Administrator\Desktop \Manager

- Advanced Sharng

Set custom pemmissions, create multiple shares, and set other
advanced sharing options.

¥ Advanced Shaning...

0K Cancel doy |

Figure 122: File Services Configurations - Selecting Share
Right click the Folder, Click on Properties, and it will bring you to Manager Files Properties. Go to
the Sharing Tab, and click Share...
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Figure 123: File Services Configurations - Adding Paul to the File Sharing List
In the File Sharing, Type Paul in the text bar, and edit his permission level to Read/Write.

r File Sharing
<

| ManagerFiles
WWWIN-H56FQBOVS1\Users\Administrator\Desktop\Manager Files

Figure 124: File Services Configurations - Confirmation that the folder is shared

After clicking Share, your folder is already shared to a user named Paul in our Domain.
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M ranager Files Properties ] }_I

‘General Sharing | Security | Previous Versions | Customize |

- Advanced Sharng

Set custom pemmissions, create multiple shares, and set other
advanced sharing options.

¥ Advanced Shaning...

0K Cancel Aoy |

Figure 125: File Services Configurations - Advance Sharing

Back in the Manager Files Properties, after Sharing, go to Advance Sharing.
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M tanager Files Properties g x|
Advanced Sharing 3 qu

[V Share this folder
~Settings
Share name:
| Manager Files

Add Remaye

Limit the number of simultaneous users to:  [16777. 4]

Close I (Cancel l Apply |

Figure 126: File Services Configurations - Select Share this Folder and Click permissions
Inside the Advance Sharing Window, Check “Share this Folder”. And click on Permissions.

N Permissions for Manager Files x|

Group or user names:
|No groups or users have permission to access this object. =
However, the owner of this object can assign pemmissions.

I

Pemissions Alow Deny
Full Control O O
Change (] O
Read ] O

Leam sbout access control and permissions

Figure 126: File Services Configurations - Removing Everyone

Select and remove Everyone. And click on Add.
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Select Users, Computers, Service Accounts, or Groups 2| x|

Select this object type:

Il.lsets. Groups, or Built4n security prncipals Object Types... I
From this location:

lmm&bcd Locations I
Enter the object names to select (xamples).

Paul Check Names

{

= ok ]

Figure 127: File Services Configurations - Adding Paul
After clicking Add, you will see Select Users, Computers, Service Account, or Groups. In “Enter

the object names to select” Type Paul there. And click Ok.

ﬂ'
=1
D e S— i
Group or user names:
2, Paul (PaulManager@MiniHotel Local)
Pemissions for Paul Allow Deny
Full Corttrol % (]
Change a
Read (m}

Figure 128: File Services Configurations - Editing Permissions for Paul

After clicking OK, we can see here that Paul(PaulManager@MiniHotel.Local) is added in User

names above. Now, we need to edit Paul's permission to Allow Full Control on the Manager Files since

he is the manager. Click Apply to Apply the changes.
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[ —— ~ o ][ eercn ot >

e
Organize v Search Active Directory Network and Sharing Center Add a printer Add a wireless device ﬁ v @ ‘

¢ Favorites « Computer (2)

B Desktop s
& Downloads H MANAGER-PC ﬂ WIN-HS6FQBOVS1)

. Recent Places

4 Libraries
@ Documents
J\ Music
/&= Pictures
B Videos

/% Computer

€ Network

Figure 129: File Services Configurations - We can now see the IT Admin’s Computer

In Paul's Manager Computer, refresh your Network, and we will see the IT Admin’s Computer on

our Network.
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wvh! » Network » WIN-HS6FQBOVSL) » 'll‘"‘HMSean:h — =

Organize v Search active directory Network and Sharing Center View remote printers 5’.’ » [ o

¢ Favorites Manager Files netlogon
M Desktop \ Share V Share
-

8 Downloads

. Recent Places sysvol Users
W Share b Y Share

4 Libraries
@ Documents
J Music
=/ Pictures
B Videos

1M Computer

€ Network

8:56 PM
5/21/2026

== e )

Figure 130: File Services Configurations - Accessing the Manager Files

After clicking the IT Admin’s Computer, we can now see the Manager Files Folder, Click on it so

we can Read/Write the contents within that folder.
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Manager Files

I |

L)
Organize ¥ |Open v Sharewith v Print  New folder =~ 0 ®

- El Search Manager Files

i — Name | pate modified | rype [ size
B Desktop
& Downloads
L Recent Places

é',ameries
EjDocmme
& o Music
[# = Pictures
= B videos

[ /% Computer

[+ € Network

E  Hotel Rooms State: 3 shared Size: 0 bytes
Text Document Date modified: 5/21/2026 8:56 PM Date created: 5/21/2026 8:56 PM

G‘Ovl L » Network » WIN-HS6FQBOVSL) » Manager Files + [%9 || Search Manager Fies )
Organize v New folder =~ [ ®
Y Favorites Name ’ Date modified Type Size

M Desktop .| Hotel Rooms 5/21/206856 PM  Text Document 0K8
& Downloads s

. Recent Places

- Libraries
(% Documents
J‘ Music
|k=! Pictures
B Videos

- Computer

€ Network

%  Hotel Rooms Date modified: 5/21/2026 8:56 PM Date created: 5/21/2026 8:56 PM
Text Document Size: 0 bytes Offline availability: Not available

== I : 8:s6PM |
Wy o
»5»] | @ﬂl P03 O 500

Figure 131: File Services Configurations - Accessing the Manager Files on both PCs

As we can see here we can see the Text file named Hotel Rooms on our end.
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50-[ L » Network » WIN-HS6FQBOVS1) » Manager Files ~ [ 43 ][ Search Manager Fites o
Organize v T Open »  Print  Newfolder =~ M @
;9( Favorites (S50 :

M Deskto ; ; i 0 K8
“D Ip File Edit Format View Help
RM101 - Occupied =
5 RecentP| RM102 - vacant
RM103 - vacant|
A Libraries
@ Documer|
J’ Music
(55| Pictures
B Videos
/% Computer
€ Network
4 L
Hotel Rooms Date modified: 5/21,/2026 8:56 PM Date created: 5/21/2026 8:56 PM
Text Document Size: 0 bytes Offline availability: Net available

!‘Holrllt(mms Notepad

RM101 - Occupied
RM102 - vacant
RM103 - vacant|

Xz

]

Figure 132: File Services Configurations - Accessing the Manager Files and Writing and Saving
As we can see here on the figure above, we can Read, and Write files on our Manager Files

Folder using. Now it’s just the same setup as Marsha’s PC.
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@o[ﬁ » Network ~ [ é9 ]| search Network »l

Organize « Search Active Directory Netwark and Sharing Center Add a printer Add a wireless device - [ @

Network discovery and file sharing are tumed off, Network oornp,?rs and devices are not visible. Click to change... x
Ay

49 Favorites
B Desktop
[ Downloads
% Recent Places

4 5 Libraries
3 @ Documents
[ J\ Music
> [ Pictures
[ . Videos

> (M Computer

| D* Network

|}
LR L )

Figure 133: File Services Configurations - Enabling Network Discovery and File Sharing on Marsha’s PC
At Marsha’s Front Desk PC, go to File Explorer, navigate to Networks, click on it. Inside the

network, there’s a popup above that Network discovery and file sharing is turned off, click on it.
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% User Account Control 5o

Do you want to allow the following program to make

/' changes to this computer?

Program name:  Network and Sharing Center
B Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes.

‘ — |Administraﬂ |
‘ | Password ]

Domain: MINIHOTEL

V. Show details I Yes I [ No

Figure 134: File Services Configurations - Using the Credential of the Administrator to Enable Sharing
Type the Username and the Password of the administrator to allow Network sharing and
access folders within the network.

@C}vh‘- » Network » v | 43 || Search Network Je)

Organize v Search Active Directory Network and Sharing Center Add a printer Add awirelessdevice =2 v [l @

¢ Favorites 4 Computer (3)

Bl Desktop .
& Downloads 'vk MANAGER-PC ’k WIN-HS6FQBOVSL)
d i

. Recent Places

Libraries f* FRONTDESK-PC
wd

< Documents
@& Music

=/ Pictures
Videos

1% Computer

€ Network

Q 3 items
3 T
’ 857 PM
Bla| .o LI

Figure 135: File Services Configurations - We can now access IT Admin’s PC not it’s not done yet

After setting up, we can already see the IT Admin’s PC. But we are not done yet.
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Recyde Bin New Text

Document

Manager Fles Front Degk
Foder:k

| Bl & 5 A7 P

Figure 136: File Services Configurations - Creating a Folder For the Front Desk
Back in our Windows Server, right click the desktop, and click New Folder. Name the New Folder
into Front Desk Files. And right click the folder, and click Properties.
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M Front Desk Files Properties

Figure 137: Remote Desktop — At the Front Desk Properties Enable Share
At the Front Desk Files Properties, click Sharing, and Click Share...
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x|

. File Sharing
O 32, File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

' = s |

MName | Permission Level I
2 Administrator Owner

Read/ Write

I'm having trouble sharing

Figure 138: File Services Configurations - Adding Marsha’s Name and Permission Levels

Type in Marsha’s Name and edit her Permission level to Read/Write.
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| M Front Desk Files Properties

Figure 139: File Services Configurations - Click Advance Sharing

Back in the Front Desk Files Properties, Click Advanced Sharing...
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Figure 140: File Services Configurations - Share this Folder and Clicking Permissions

Inside Advance Sharing, click Share this folder, and navigate to Permissions.

SAM Final Requirement — Technical Documentation




T T —

'l Front Desk Files Properties x|
[ = .l‘
N Permissions for Front Desk Files _)£|

Group or user names:

= ==
Pemissions for Everyone Allow Deny
Fuill Cortrol O O
Change O Oa
Fead O

oK | Cancel | an |

Figure 141: File Services Configurations - Removing Everyone and Clicking Add

Remove Everyone. And click on Add...

2/
Select this object type:

IUaas. Groups, or Buittn security pancipals Object Types...
From this location:

'MHotd.Lwd Locations... I
Enter the object names to select (examples):

Marsh| ChedtNamol
Advanced..._| [ ok ]| cance |

A

Figure 142: File Services Configurations - Adding Marsha’s Name

In Select Users, Computers, Service Accounts, or Groups, Select Marsha. And Click OK.
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=
N Permissions for Front Desk Files x|
Group or user names:
"% Marsha (MarshaFrontDesk@MiniHotel, Local)
Pemissions for Marsha Allow Dery
Full Control O % O
Change O Od
Read O
rosty |

Figure 143: File Services Configurations - Editing permission level for Marsha

After clicking OK, we can see here that Marsha(MarshaFrontDesk@MiniHotel.Local) is added in

User names above. Now, we need to edit Marsha’'s permission to Allow Full Control on the Front Desk
Files since she is the Front Desk. Click Apply to Apply the changes.
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?Q <[ ) Network » WIN-HS6FQBOVSLI » v [ 43 | Search wiN-Hs6FQBOVSL) 0

Organize v Search active directory Network and Sharing Center View remote printers - 8K o
3 Favorites l Front Desk Files Manager Files
Bl Desktop -, Share - I Share
& Downloads
%) Recent Places l netlogon  sysvol
-, Share & : ! Share
4 Libraries
= Users
| *| Documents ' Share
J’ Music ., [\
l&=| Pictures
B videos
1% Computer
% Network
lk/ 5 items
|

Figure 144: File Services Configurations - Accessing the Shared Folder
After clicking the IT Admin’s Computer, we can now see the Front Desk Files Folder, Click on it
so we can Read/Write the contents within that folder.
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mggl L » Network » WIN-HS6FQBOVSL) » Front Desk Files v | 3 || Search Front Desk Fites ¥
Organize v New folder = - (7]
X Favorites Name = Date modified Type Size
! Desktop Ths folder is empty.
@ Downloads
| Recent Places
3 Libraries i )
El Documents Sort by >
o Music Group by £
Pictures Refresh
B videos Customize this folder...
1% Computer fais
Paste shortcut
€ Network | Folder New »
(@]  Shortcut o
|# Bitmap image
@ Contact
|&2  Journal Document
|©  Rich Text Document
0 items Offfit | | Text Document
v Offineav |4 Compressed (zipped) Folder
= £ Briefcase n oz () B8PM

5/21/2026

Figure 145: File Services Configurations - Inside the Front Desk Files

Navigate to Front Desk Files, right click, navigate to New and create a Text Document.

Name it Customers.
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File Edit Format View Help

marsha rosenheart - RM101 -
Paul van Der Linde - RM102 @& 11/23/2026

Figure 146: File Services Configurations - Writing inside the Front Desk Files
In Marsha’s Front Desk PC, since we have full control of the folder, we can write inside the
Customer Text File.
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OO [~ Front DeskFies v &3 [search Front Desk Fies

Organize v |Open v Sharewith v Print  New folder

ol

= v O

.

'b.( Favorites B Customers - Notepad lnj_xJ

=l

i .[Marsha Rosenheart - RM101
8 Downloz 27 van per Linde - RM102 @ 11/23/2026

1| Recent

- Libraries I
4] Docume
o Music
&/ Pictures
- Videos

™ Computer

€ Network

4

= 1 item selected

e e EEm

Figure 147: File Services Configurations - Seeing the File in the side of the Admin
Back in our IT Admin Server PC, we can see that the Text that was written on Marsha Front Desk

PC has been saved and the IT Admin can read it. Congratulations you have completed the File Sharing

within the Network.
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5.11 Remote Desktop Configuration

Programs (1)

# See more results

Igpedit.nm:l I Log off |»

Figure 148: Remote Desktop — gpedit.msc
To start Remote Desktop Connection, first we must go to the Start Menu and type in the search
bar gpedit.msc.
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B Local Group Policy Editor o [=] 3]

Fle Action View Help

eubll_lL_l

I— % Compuher Conﬁwatlu

B Software Settings [ o 4ot e its description. Name |
[ ] Windows Settings A= Computer dhofiguration
_| Administrative Tem i, User Configufation

= 4, User Configuration
~| Software Setiings
# | Windows Settings
[ Administrative Tem

< | "\ Extended { Standard /

[

[
= | 1Y mEe e

Figure 149: Remote Desktop — Navigating inside Local Computer Policy

Inside the Local Group Policy Editor, Go to Computer Configuration

AT IL

_| Software Settings
— Win Settings
__| Administritive Templates
|58 ST IS |2 L Sy
Settings

“Pdlcr&nd QoS

Name
1 Account Policies Password and account lockout polices
Loca DOhCéik Auditing, user rights and security options polices
_ Windows Frreival with Advanced Security Wndows Firewall with Advanced Security
Tt UM oty o At Fonc B
& User Rights Assignment Liser Rights Assignment
Y L B i oy
Policy ~ | security Setting |
Access Credential Manager as a trusted caller
_:E Access this computer from the network Everyone,Authenticated ...
Act as part of the operating system
55 Add workstations to domain Authenticated Users
_:E Adjust memory quotas for a process LOCAL SERVICE,NETWOR...
fé Allow log on locally Administrators,Account O..,

Allow log on throjah Remote Desktop Services Administrators
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Figure 150: Remote Desktop — Allowing Log On Through Remote Desktop Services
Navigate to Windows Settings > Local Policies > Users Right Assignment > and click Allow Log on

through Remote Desktop Services.

[+ 1oy or through Remote Deskaop services Propertis MUK 1T
Local Securty Setting | Explain |
j Allow leg on through Remote Desktop Services

Administrators

Add Uwh@uﬁp I Bemove I

[ ok | camea | oo |§

Figure 151: Remote Desktop — Adding users
In “Allow log on through Remote Desktop Services Properties” to go Add Users or Group... to

Add users who can Remote Desktop.

I, e
i Sclcct Users, Computers, Service Accounts, or Groups T B
; Select this object type-

. llbasSavaGmu&iﬂmm Object Types... |
= From this location:

- [MnHotel Local Locations... |
< Enterthe object names to select (examples):

. ChedtNmuI
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Figure 152: Remote Desktop — Adding Marsha and Paul’'s Names
Type in Marsha’s and Paul’'s name in “Object names to select”. And click OK.

ow log on through Remot ctop Services Properties

Figure 153: Remote Desktop — Verifying the Names
After putting their names and verifying if everything is alright, click Apply and OK.
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Programs (4)

CB Remote Desktop Connection

;a Remote Desktop Services Manager
iﬂ Remote Desktop Session Host Configuration
@ Remote Desktops

Control Panel (7)
ﬁfa RemoteApp and Desktop Connections
1% Alow remote access to your computer
1% Alow Remote Assistance invitations to be sent from this computer
184 Select users who can use remote desktop
’%3 Set up a new connection with RemoteApp and Desktop Connections
1% system
&%, iSCSI Initiator

- See more results
Iremotel Log off PI

o Al@ 5 &7

Figure 154: Remote Desktop — Allowing Remote Access

Now back to the Desktop of Windows Server, go to Start Menu and search for Allow Remote

access to your computer and press enter.
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System Properties

Computer Name | Hardware | Advanced FRemote |

~ Remate Assistance

T Alaw Remote Assistance conmections to this computer

Sdvanced. I

~ Remote Desktop
Click an option, and then specify who can connect, if nesded.

i Dont allow connections to this computer

* Mlow connedions from computers running any version of
Remote Deskiop fess secure)

™ Alow conmections only from computers running Remots
Desldop with Metwork: Level Authentication {more secure)

Figure 155: Remote Desktop —Allowing Connections from Computers and Selecting Users
In the System Properties, under there we have Remote Desktop, Click the Option “Allow
connections from computers running any version of Remote Desktop” and after that go to Select Users...
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Remote Desktop Users

Figure 156: Remote Desktop — Adding Users to Remotely access

After pressing Select Users, go to Add. To Add Users.

SAM Final Requirement — Technical Documentation




System Properties
Remote Desktop Users
select Users or Groups
Select this object type:
|U=u: or Groups

From this location:
|Ihl-hu.Lmd

Enter the obiect names to select (E@mples):

Figure 157: Remote Desktop — Adding Paul and Marsha’s Names
Type in Marsha and Paul’'s Name in the Object names to select.
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Ridetbitddided wodeec Al
Remote Desktop Users ljﬁ

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

MINIHOTEL \MarshaFront Desk
MINIHOTEL\PaulManager

MINIHOTEL\Administrator already has access.

| mﬁl Remove |

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

oK Cancel |

Figure 158: Remote Desktop — Adding Their Names and Verifying
After adding both of their names, click OK.

HA
Computer Name | Hardware | Advanced Remote |
~ Remote Assistance

I~ Allow Remole Assistance connections to thiy compider

Sdvances l

~ Remote Desktop
Click an option, and then specify who can connect, if needed.

¢ Don? allow connections to this computer

' Allow connections from computers running any version of
Remote Desktop fess secure)

" Allow connections only from compiters running Remote
Desktop with Network Level Authentication {more secure)

Help me choose

ok |_coce | My |

Figure 159: Remote Desktop — Applying Changes
Click Apply to Apply the changes that you made and after that click OK.
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1' Getting Started

! Connect to a Projector

[

Marsha
wis|  Caleulator

Documents
Sticky Notes

Pictures
(2
‘% Snipping Tool
Music
.f[ Paint

“ XPS Viewer

Computer

Control Panel
@ Windows Fax and Scan

Devices and Printers

k‘) Remote Desktop Connection

Default Programs

& Magnifier Help and Support

»  AllPrograms

| Search programs and files pr l iaf |
. === ; 901PM |

Figure 160: Remote Desktop — Searching Remote Desktop Connection

Now go to a Client PC, | chose Marsha Front Desk PC, as my remote access origin. Click on the
Start Menu, and search Remote Desktop Connection to start.

"% Remoke Desktop Connection o & .

e

' Remote Desktop
>< Connection

Computer. 192.1| -

Username: None speciiied
You will be asked for credentials when you connect.

(x Qptions [ Comnect || Hep |

Figure 161: Remote Desktop — Typing the IP Address of the Remote Host
Enter the IP Address of the PC that you will remote access to.
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Enter your credentials
These credentials will be used to connect to 192.168.5.10.

"7 ) MINIHOTEL\MarshaFrontD...
‘ |Pa59word ]

‘ Use another acco(gt

[~ | Remember my credentials

[ oK ]l Cancel ]

Figure 162: Remote Desktop — Typing your Credentials
Finally Enter your Credentials such as your Domain name Password that was given to you.

&) Remote Desktop Connection

Connecting to: [}
192.168.5.10

| | Coned ]

Securing remote connection...

Figure 163: Remote Desktop — Waiting to Connect
Wait for the RDC to connect to 192.168.5.10.
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Recycle Bin
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Figure 164: Remote Desktop — Successful Remote Session from Client

Congratulations you Successfully Remote Access from Client to a Windows Server Client.
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6. Testing and Validation

The following tests were performed to validate the complete server setup and client-server connectivity.

#
1

Test Performed

Static IP configuration

DNS resolution (nslookup)

DHCP lease assignment

Client domain join

Domain user login

Shared folder access

Remote Desktop connection

Ping connectivity

Expected Result

IP address applied
correctly

Domain name resolves to
server IP

Client receives IP from
DHCP pool

Client successfully joins
domain

User logs in with domain
account

Client can access shared
folder

Remote session opens
successfully

Server and client ping
each other

Status

Completed/Valid

Completed/Valid

Completed/Valid

Completed/Valid

Completed/Valid

Completed/Valid

Completed/Valid

Completed/Valid
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REMERS

Static IP
Addresses
have Ping
Each other
successfully

Domain
name is
installed and
it resolves to
the Server IP

Both Client
PCs has
received their
respective IP
from the
DHCP Pool

Both Client
PCs have
joined the
domain
successfully

Both Client
PCs login
successfully
using the
domain user
account

Both Client
PCs can
access their
respective
folders.

Marsha Front
Desk PC can
Remote
Access
successfully.

All PCs within
the Network
that are in the
same subnet
can Ping
Each other
inside the
Network.



7. Screenshots with Captions

The following screenshots document the key configurations and test results of the setup.

[ Local
— :'_ Unidd EM® C\Windows\system32\cmd.exe

e Ul icrosoft Windows [Uersion 6.1.76811
Copyright (c> 2809 Microsoft Corporation. All rightz reserved.

C:“Users“Front Desk>ping 192.168.5.18

Pinging 192_.168.5.18 with 32 bhytes of data:

Reply from 192.168.5.18: bytes=32 time<ims TTL=128
Reply from 192.168.5.18: bytes=32 time<{imz TTL=128
Reply from 192.168.5.18: bytes=32 time<{imz TTL=128
Reply from 192.168.5.18: bytes=32 time<{ims TIL=128

Ping statistics for 192.168.5.18:

Packets: Sent = 4, Recejved = 4. Lost = B (Bx loss>.
Approximate round trip times in milli-seconds:
Minimum = Bmz,. Maximum = Bmz. Average = Bms

C:\Users“Front Desk>

Figure 165: Screenshot 1 test performed #1 Client PC Front Desk Pinging IT Admin Server PC (Static IP Connectivity)
The Front Desk PC with the Static IP of 192.168.5.30 successfully pinged the IT Admin PC with
the Static IP of 192.168.5.10.

{ EM C\Windows\system32\cmd.exe

Pinging 192.168.5.18 with 32 hytes of data:s

Reply from 192_168.5.18: =32 time<imsz TTL=128
Heply from 192.168.5.108: 32 time<ims TTL=128
Reply from 192._.168.5.18: time<ims TTL=128
Heply from 192.168.5.18: bytes=32 time<{ims TTL=128

cs for 192.168.5.18:
s: Bent = 4, Received = 4. Lost = B (8% loss),.
Approximate round trip times in milli-secon
Minimum = Bms, Maximum = Bms,. Average = Bms

C=~Users~Front Desk>ping 192.168.5.28

Pinging 192.168.5.28 with 32 hytes of data:
192.168.5.208: bytes=32 time{ims TTL=128
192.168.5.28: = time<ims TTL=128
192 .168.5.28: hytes=32 time<ims TTL=128

Reply from 192.168.5.28: bytes=32 time<ims TTL=128

Ping statistics for 192.168.5.28:

Packets: Sent = 4. Received = 4, Lost = @ (Bx lossd,
Approximate round trip times in milli-—seconds:

Minimum = Bm=, Maximum = Bms,. Average = Bms

Figure 166: Screenshot 2 test performed #2 Client PC Front Desk Pinging PC Client of the Manager’s Office (Static IP
Connectivity)

The Front Desk PC with the Static IP of 192.168.5.30 successfully pinged the PC Client of
Manager’s Office with the Static IP Address of 192.168.5.20.



@\ )= | & < Network and Intemet » Network Connections b = [ 42| [ Search Network Connections o
Organize = Disable this network device Diagnose this connection Rename this connection » i il Q')

l: Local Area Connection
= "'_ Unidentified network
%= Intel(R) P

EX C:\Windows\systern32\cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 2089 Microsoft Corporation. All rights reserved.

C:~Userss\Manager>ping 192.168.5.18

Pinging 192.168.5.18 with 32 hytes of data:

Reply from 172.168.5.18: hytes=32 time<{ims TIL=128
Reply from 192.168.5.18: hytes=32 time{ims TIL=128
Reply from 192.168.5.10: bytes=32 time<{ims TTL=128
Reply from 192.168.5.10: bhytes=32 time<{ims TIL=128

Ping statistics for 192.168.5.18:

Packets: Sent = 4. Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-szeconds:

Minimum = Bms, Maximum = Bms, Average = Bns

IC:“\Userss\Manager>_

@ @ u . E] B [R5, !

Figure 167: Screenshot 3 test performed #3 Client PC Manager’s PC Pinging IT Admin Server PC (Static IP
Connectivity)

The Manager’'s PC with the static IP of 192.168.5.20 successfully pinged the IT Admin Server
PC with the static IP Address of 192.168.5.10.



@ ‘\//.v‘ ll‘ < Network and Internet » Network Connections » - |*f| [ Search Network Connections 2
Organize * Disable this network device Diagnose this connection Rename this connection 5= v il ﬂ

[ Local Area Connection
S5 Unidentified network

W~ Intel(R) P BN C:\Windows\system32\cmd.exe =

Microsoft Windows [Uersion 6.1.76011
iCopyright {c> 208? Microseoft Corporation. All rights reserved.

C:xUsers \Manager>ping 192.168.5.18

Pinging 192.168.5.18 with 32 hytes of data:
192.168.5.18: hyt 32 time<{ims TTL=128
192.168.5.18: hyt 32 time<{ims TIL=128
192.168.5.18: hyt i TIL=128

Reply from 192.168.5.18: hytes=32 time{ims TIL=128

Ping statistice for 192.168.5.18:
Packets: Sent = 4. Received = 4, Lost = @ (Bx loss).

Npproximate round trip times in milli-second —
HMinimum = Bms,. Maximum = Bms. Average =

IC:xUsers Manager>

O o= = e

Figure 168: Screenshot 4 test performed #4 Client PC Manager’s PC Pinging IT Admin Server PC
The Manager’'s PC with the static IP of 192.168.5.20 successfully pinged the IT Admin Server
PC with the static IP Address of 192.168.5.10.

nistrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76881]
dCopyright (c> 288? Microsoft Corporation. All rights reserved.

C:sUsers Adninistrator>nslookup MiniHotel.Local
DHE request timed out.
timeout was 2 seconds.
: Unl{goun

MiniHotel.Local
192.168.5.18

C:sUserssAdministrator >S5S

Figure 169: Screenshot 5 test performed #5 Testing if DNS has been registered
DNS server is installed and successfully resolves the MiniHotel.Local domain to the server IP.



o

Recycle Bin

¥ C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76611]
Copyright {(c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\PaulManager>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix : MiniHotel.Local

Link-local IPu6 Address . . . . : fe8B::c4f9:2948:8d2a:5edaz11
IPuv4 Address. . . e e e : 192.168.5.15

Subnet Mask . . . . . . . . . . = 255.255.255.08

Default Gateway . . . . . . . H

Tunnel adapter isatap.MiniHotel.Local:

Media State . . . = Media disconnected
Connectlon—speclflc DNS Suffix . : MiniHotel.Local

C:\Users\PaulManager>_

® .- 9O ‘ |

e

Figure 170: Screenshot 6 test performed #6 Client PC Manager’s PC Pinging IT Admin Server PC
The Paul Manger PC has received the IP Address from the DHCP Server from the IT Admin’s
Windows Server 2008 R2. This confirms that the DHCP Server is up and running.
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WCSEE [ C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011]
Copyright (c)> 2809 Microsoft Corporation. All rights reserved.

C:\Users\MarshaFrontDesk>ipconfig

lindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : MiniHotel.Local

Link—-local IPv6 Address . . . . . & fe8B::f86f:894%9:e7e3:5cddz11
IPv4 Address. . . . - = = . - . . = 192.168.5.16

Subnet Mask . . . . . . . = 255.255.255.8

Default Gateway . . . . . . . . 8

Tunnel adapter isatap.MiniHotel.Local:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . : MiniHotel.Local

C:\Users\MarshaFrontDesk>_

That'sthe
End. Thanks

0 e

Figure 171: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
The Marsha Front Desk PC has received the IP Address from the DHCP Server from the IT

Admin’s Windows Server 2008 R2. This confirms that the DHCP Server is up and running.
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h N

System Properties % ' € I ’;
Computer Name/Domain Changes

You can change the name and the membership of this
| computer. Changes might affect access to network resources.
More information

ur computer

' Computer name: s n. All rights reserved.
' Manager-PC
Windows 7
Full computer name:
Manager-PC
- @ Welcome to the MiniHotel.Local domain.
'@ Domain:
MiniHotel Local
WORKGROUP
[ ok ]| cance | ouch Input is available
ettings

Figure 172: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
Paul Manager PC Client has successfully joined the MiniHotel.Local domain.
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F >

B C:\Windows\system32\cmd.exe
JMMicrosoft Windows [Uersion 6.1.76011
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\PaulManager>ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific D suf fix . * MiniHotel.Local
Link-local IPv6 Addr & 2 A 4f9:2940:8d2a:5edaz11
IPv4 Address. o b .

Subnet Ma i e .

Default Gateway .

Tunnel adapter isatap.MiniHotel.Local:

Media State . . . . . . . . . . . * Media disconnected
Connection-specific DNS Suffix . * MiniHotel.Local

>:\Users\PaulManager>

e

- o gy SATPM
oo = wo o

Figure 173: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC

Paul Manager PC client’s credentials are used to login to the domain user account. And it has
been a success.
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P EE s e s ey e sy ¢ s S
SystemProperfies

( . , e R bmputer
Computer Name/Domain Changes [ pet P

You can change the name and the membership of this bmputer
computer. Changes might affect access to network resources.
More informati

JI rights reserved.

Computer name: Iv's
FrontDesk-PC il

Full computer name;
FrontDesk-PC

@ Welcome to the MiniHotel.Local domain.

Member of
@ Domain:

e |

(' Workgroup: ‘
| WORKGROUP |

l; System
h Input is available |

[ ok [ Cancel |

95

Lok [ Camcel || ooy

Figure 174: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
Marsha Front Desk PC Client has successfully joined the MiniHotel.Local domain.
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MarshaFrontDesk

Il".l',',.-,old

E¥ C:\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.1.76681]
i ) 2889 Microsoft Corporation. All rights reserved.

/e

ey - — = = . ~

Figure 175: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC

Marsha Front Desk PC client’s credentials are used to login to the domain user account. And it

has been a success.
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@ =En

J=| 4 » Network » WIN-H56FQBOVS1) » Front Desk Files - | 4 Search Front Desk Files }J‘
CME ’

Organize »  MNew folder i

=~ M @
‘¢ Favorites Name Date modified Type Size

B Desktop | Customers 5/21/20268:50 PM  Text Document 1KE
18 Downloads

] Recent Places

=l Libraries
|| Documents

& Music
&= Pictures
B videos

18 Computer

€ Network

II 1 item Offline status: Online
o, B Offline availability: Not available

E@’“;Jllﬁmll Bt 51;2322':52

uvh b Metwork » WIN-HS6FQBOVSL) » Front Desk Files ~ | 42 | | Search Front Desk Fites

‘ganize ¥ EOpen hd Print Mew folder = - [

L . - e
¢ Favorites | | Customers - Notepad [E=B(E=R*=
B Desktof File Edit Format View Help
& Downlel Mmarsha Rosenheart - RM101

Paul van Der Linde - RM102 @ 11/23,/2026
HELLO WORLD!'S

= Recent

# Libraries
@ Docum

J’ Music

[E=] Pictureq

E Videos

& Compute

i Metwork

Figure 176: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
Marsha Front Desk PC can access the shared folder provided by the IT admin. She can Read the
Notepad and Write also. The test was a success.
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A
m-| L » Network » WIN-HSGFQBOVSL) » Manager Files ~ [ 42| [ Search Manager Fites £l
Organize New folder = 0 @

¢ Favorites Mame . Date modified Type Size
.} Desktop | D Hotel Rooms 5/21/2026 8:56 PM Text Document 1 I(B|
j. Downloads

% Recent Places

{4 Libraries
@ Documents
Ji Music
[ Pictures
B videos

Lol Computer

f- Network

Offline status: Online

1 item
J Offline availability: Not available

L
X

Network » WIN-HS6FQBOVS1) » Manager Files
=~ 0 @

Print MNew folder

Organize ,3 Open =
57 Favorites |

Desktop | 1KB
- 3 File Edit Format View Help

|18 Downloal
SRM101 - Occupied
2l Recent Pl RM102 - vacant
RM103 - vacant

[ Libraries
@ Documer|
Ji Music
[ Pictures
B videos

1M Computer

f- MNetwaork

Hotel Rooms Date modified: 5/21/2026 8:56 PM Date created: 5/21/2026 8:56 PM
Offline availability: Not available

I Text Document Size: 48 bytes
> | i gy 1119 PM
|-)-l! lﬂ-l‘l I‘.:'-:I E

Figure 177: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
Paul Manager PC can access the shared folder provided by the IT admin. He can Read the

Notepad and Write also. The test was a success.
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Recycle Bin

ome| B B seces ™

Figure 178: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
The remote session from the Marsha Front Desk Client to IT Admin Server is a success.
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B —————————
BEX C\Windowsh\system32\cmd.exe = [-E |@

Microsoft Windows [Version 6.1.76811
Copyright (c> 2807? Microsoft Corporation. All rights reserved.

C:Userzs“MarshaFrontDesk>ping 172_.168.5.18

Pinging 122.168.5.18 with 32 hytes of data:

Reply from 192.168.5.18: bytes=32 time<{ims TTL=128
192 .168.5.168: bytes=32 time<ims TTL=128
192 .168.5.18: bytes=32 time{ims TTL=128

Reply from 122.168.5.18: bytez=32 time<ims TTL=128

Ping statistics for 192_168.5.18:

Packets: Sent = 4, Heceived = 4, Lost = @ {B» loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

C:sUsers“MarshaFrontDesk>_

% CAWindows\system32\ cmd.exe -] -2 |@

Microzoft Windows [Uerzion 6.1.76811
Copyright ¢c> 28007 Microsoft Corporation. HAll vrights reserved.

C:~Uzerz~PaulManager>ping 192_.168.5.18

Pinging 122.168.5.18 with 32 hytes of data:

Reply from 1922.168.5.18: hytes=32 time<imsz TTL=128
Reply from 192.168.5.18: bytez=32 time<ims TTL=128
Reply from 192 _168.5%.18: bytez=32 time<ins TTL=128
Reply from 192 _168.5.18: hytez=32 time<{imns TTL=128

Ping statistics for 192.168.5.18:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss)>.
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

C:slzerssPaulManager>S_

Figure 179: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
MarshaFrontDesk PC and PaulManager PC can ping the IT Admin Server PC.



B C\Windows\system32\cmd.exe

Connection—specific DHE : MiniHotel_Local

Link—local IPvb Address I feB@A::fB86F:8747:eYe3:5cddx11
IPv4 Address. . . . . . : 192.168.5.16

Subnet Maszk . . . . . . - 255.255.255.8

Default Gateway . . . . H

Tunnel adapter isatap.MiniHotel.Local:

Media disconnected
MiniHotel.Local

Media State . . . . . . . . . . .
Connection—specific DNS Suffix .

C:slUserssMarshaFrontDesk>ping 192_168.5.15

Pinging 122.168.5.15% with 32 hytes of data:

Reply from 192_.168.5.15%: bytes=32 time<{ims TTL=128
Reply from 192.168.5.15: hytes=32 time<ins TTL=128
Reply from 122.168.5.15: hytes=32 time<ims TTL=128
Reply from 192_168.5.15%: bytes=32 time<ims TTL=128

Ping statistics for 192.168.5.15:

Packetsz: Sent = 4, Received = 4, Lost = 8 (Bx loss),.
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

C:“Uszers- MarchaFrontDesk>

BN CAWindows\system32\cmd.exe

Connection—specific DHNS : MiniHotel.Local

Link-local IPve Address - : feB@::cd4f?:2948:8d2a:5edaxll
IPv4 Address. . . . - . . . . . : 192.168.5.15

Subnet Mask . . . . . . . . . . = 255.255.255.08

Default Gateway . . . . . . . . H

Tunnel adapter iszatap.MiniHotel.Local:

Media disconnected
MiniHotel.Local

Media State . . . . . . . . . . .
Connection—specific DNS Suffix .

C:~Users~PaulManager>ping 122.168.5.16

Pinging 192.168_.5.16 with 32 bhytes of data:
192_168.5.16: bytes=32 time{ims TTL=128
192_168.5.16: bytes=32 time{ims TTL=128
192_168.5.16: bytes=32 time<{ims TTL=128

Reply from 192 _168.5%.16: bytes=32 time<ims TTL=128

Ping statistics for 192.168.5.16:

Packets: Sent = 4. Received = 4. Lost = B <(Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmsz, Maximum = Bms, Average = @Bns

G~ UzerssPaulManager>s

= Eem( =

Figure 180: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC

Marsha FrontDesk PC and Paul Manager PC can ping each other.




C:slUzerssAdministratorping 192.168.5.15

Pinging 192.168.5.15 with 32 bytes of data:

Reply from 192.168.5.15: bytes=32 time<ims TTL=128
Reply from 122.168.5.15: hytes=32 time<imsz TTL=128
Reply from 192.168.5.15: bytes=32 time<ims TTL=128
Reply from 122.168.5.15: hytes=32 time<imsz TTL=128

Ping statistics for 192.168.5.15:

Packetz: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bmsz,. Maximum = Bms,. Average = Bms

C=Uzers~Administrator>s
C:slUzerssAdministratorping 192.168.5.16

inging 192.168.5.16 with 32 bytes of data:

eply from 192.168.5.16: bytes=32 time<ims TTL=128
eply from 192.168.5.16: hytes=32 time<imz TTL=128
eply from 192.168.5.16: bytes=32 time<ims TTL=128
eply from 192.168.5.16: hytes=32 time<imz TTL=128

Ping statistics for 192.168.5.16:

Packetz: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

Figure 181: Screenshot 7 test performed #7 Client PC Manager’s PC Pinging IT Admin Server PC
The IP Admin Server PC can ping Marsha’s PC and Paul’s PC.



8. Conclusion

The Senior System Administrator Mark, and his Junior System Admins Joseph Tolentino, and
Matie Corpuz successfully implemented a fully functional Windows Server-based network infrastructure
for Zaixiang Mini Hotel in Makati City. The following server roles and services were installed and
configured properly. Windows Server 2008 R2 is installed first; this will be the core operating system of
the whole IT Infrastructure, and 2 Windows 7 Ultimate client PCs were installed for the Front Desk and
the Manager’s Office. Active Directory Domain Services is installed for centralized user and domain
management, DNS Server for internal name resolution of the MiniHotel.Local domain, DHCP is installed
for automatic assignment of IP Addresses without needing to manually configure IP addresses for the
client machines. The Two Windows 7 Ultimate Machine, the Manager’s Office for Paul, and Front Desk
for Marsha, were also successfully joined to the domain. File Services for role-based shared folder
access, and Remote Desktop Services for remote administration. All of these were also tested before

calling the installation a success.

After the successful installation of a Basic IT Infrastructure, the setup addresses the IT needs for
the Zaixiang Mini Hotel business scenario.A Centralized user management via AD DS allows the hotel
to grant Paul and Marsha domain user accounts with appropriate access levels, ensuring that front desk
operations remain separate from managerial and financial functions. The File Services configuration
provides dedicated shared folders which are the "Manager Files" for Paul and "Front Desk Files" for
Marsha both of which have full control permissions assigned to each respective user, enabling secure
storage of guest reservations, billing records, and administrative documents. This setup cannot be done
without the thanks of the DHCP Server, this simplifies the network configuration by assigning IP
addresses in the IP Pool to the Client PCs. Remote technical support can also be done with this current
setup, Remote Desktop allows the IT administrator to remotely access the server from either client

workstation for maintenance and troubleshooting.

There are several challenges that were encountered but resolved during the setup, first one is
PCs cannot ping each other even if it is correctly configured. This happens because of the enabled
Firewall, the only way to fix this is to disable the Firewall on all machines. After navigating through the
Control panel on the way to disabling the firewall, we tried pinging it again and ping connectivity was

successfully established between all PCs.

Another problem that we encountered while setting up, was after joining the Domain, in each

action that needed Administrative access, after logging in, the Windows 7 PC virtual desktop crashes.
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The only way to fix this is to quickly shutdown the virtual machine and start it up again. This happened

maybe thrice but it was mitigated fast.

Last problem that was encountered was MiniHotel.Local in Marsha’s Front Desk PC, was not
connecting, after checking it using ipconfig in the cmd, | have learned that the IP Address is still static,

so | changed it to automatically receive IP addresses from the DHCP Server and that fixed our problem.

While setting and finishing the configuration of the IT Infrastructure, we have learned a lot of
valuable lessons here. We learned how to install and configure Windows Server 2008 R2 as the Mini
Hotel’'s central server, we also have installed and configured 2 Windows 7 Ultimate PC Client for the
Manager's Office and the Front Desk. After installing them, we manually configured their IP addresses
so that they can ping each other in the same network. We also have learned how to install and set-up
the Active Directory Domain Services (AD DS) for central user management, allowing us administrators
to manage user accounts, permissions, and securing the domain. We also have to learn how to configure
and verify the DNS to ensure proper domain name resolution and to test it we have to use nslookup to
verify if the DNS is configured properly. DHCP is also installed for automatic IP address assignment to

client computers.

We also learned how to configure File Services for shared folder access across the network. We
also have learned about joining users in a domain. This allows the client PCs to connect and to
communicate with the main central server, and by configuring and joining the domain, users were able
to login to their respective accounts. We also learned about Remote Desktop for remote administration
and troubleshooting. Lastly, This technical document helps us to plan, configure, and work as a team

while building an IT Infrastructure with the Team.
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